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1. Introduction

The UPS Network Management System (UNMS) is a monitoring and managing system for
many different emergency power supply systems (UPS, Generator,
Environmentalmanagers, Batterymanager) in networks of different
organisations/customers. UNMS |l is an automated overview system that monitors and
informs the responsible personnel of alarms occurring at the different facilities. This greatly
increases the security and reliability of networked systems relying on stable power
supplies.

The UNMS Il offers the following benefits:

e UNMS Il monitors the UPS devices over IP networks, mobile networks (global
system for mobile communications GSM) analogue telephone lines (Remote
Access Service RAS) and through Emails (Pushmail).

e By using multiple Web Consoles, UNMS Il encourages sharing of management
information by many people. Through different logins the various sites may be
managed by separate personnel.

e UNMS Il transmits acoustical messages, emails, does logfile entries and
requires an acknowledge from the enduser for new alarms to guarantee that the
user is alerted and recovery processes may begin. Extensive logging and
filtering functions allows the management of very large installations.

e  UNMS Il works with any GENEREX compatible UPS and alarm management
devices (CSs121/CS141, CS122, SITEMANAGER, SITEMONITOR,
SENSORMANAGER, BACS) using the GENEREX native network protocol
"UPSTCP" or SNMP.

e  UNMS Il supports also all non-GENEREX UPS devices which use the RFC
1628 UPS MIB and private MIB from APC via SNMP (functionality not
guaranteed, depends on the quality and conformity of this product).

e UNMS Il works as RCCMD server - this function allows managing the
messaging and shutdown of RCCMD clients in your network from this central
management console.

. UNMS 1l is designed also for the use with parallel-redundant UPS installation.
Several UPS management devices (CS121/CS141) maybe formed into groups
with separate configuration and redundancy levels.

Note : That the screens and menus shown on your computer may differ from those pictured in this

document.



2. Architecture Overview

UNMS Il is an UPS network monitor designed to inform you of emergency power supply
systems problems in your network or the customers network. The UNMS uses network
(LAN) connections as default, but allows also connections through MODEM and GSM
Routers (RASMANAGER Analogue and RASMANAGER GSM, requires a
Teleservice/Datacenter license) or “Push Email’. The UNMS server service runs
intermittent and checks on UPS devices you specify in a list. When problems are
encountered, the UNMS server service can send notifications out to administrative
contacts in a various ways (Email, RCCMD network message, etc. ). Actual status
information, historical logs, and reports can all be accessed via a web-browser (Web
Console).

Web Console  Web Console  yygh Console (2)

-
UNMS Server

Figure 1 UNMS Il into a network environment

No. Name Description

@ UNMS The UNMS server service running on this computer with MS
Server web server installation.

@ Site A user defined group of services (e. g. UPS devices).

Define a name for this group and configure individually
group rules for those devices belonging to this group.

Service A single service (e. g. UPS device with CS121/CS141
SNMP card or UPSMAN or BACS) that is monitored by the
UNMS server.

©




@ Web Web consoles provide sharing of management information
Console | by many people.

3. System Requirements

The UNMS Il server runs under Windows Server (2003, 2008, 2008 R2, 2012, 2012 R2),
Windows VISTA Business or higher, Windows 7 Professional or higher and Windows 8
Professional/Enterprise

The UNMS Il service runs ideally onto a high performance PC. We recommend to use at
least a DualCore CPU with 2 GHz and 8 GB RAM. Further we recommend to use a
Windows Server OS than a Windows workstation when monitoring more than 9 devices.

o Important: The installation requires administrator privileges and an installed « Microsoft “Internet
Information Server (IIS) » Version 5.0 or higher (IIS is included into every Windows distribution, but may not
be installed by default. The UNMS Il requires the WorldWideWeb-Service component and the IS Manager
Snap-In only).

Web-browser configurations: If you are using the Web Console with any web-browser, then it is required, that
your web-browser is supporting XML, Cookies and JavaScript. Additionally you should allow « PopUps » from
the IP address of the PC, where the UNMS Il is running.

4. Microsoft IIS Installation

Any UNMS requires the installation of Microsoft Internet Information Server IIS. The
Teleservice, Datacenter and OPC Versions require additional services to install, these
additional services will described later. Since every UNMS requires at least a Microsoft IS
Server, the following chapters describe the installations for the supported Windows OS
and will continue after this with the description of the UNMS itself.

4.1 Microsoft 1IS Installation on Windows XP

The support for Windows XP is discontinued
after UNMS Il version 2.0.12

If the IIS is not installed on your OS, you will get the following message during the UNMS
Il installation.

{E5 UNMS 11 x|

This getup requires Intemet Infarmation Server 5.0 or higher. Pleaze install Intermet
Infarmation Server from pour Windows CD' and run this zetup again.




Figure 2 UNMS Il error message

Click the “Add or Remove Programs” button into the “Control Panel”. Click the
“Add/Remove Windows Components” button. Enable the “Internet Information Services

ns),

Windows Components Wizard

Windows Components
“Y'ou can add or remave components of Windows XP.

To add or remove a component, click the checkbaox. A shaded box means that only
part of the compaonent will be installed. To see what's included in a component, click

Details

Components:

[] EPIndexing Service 00ME |
Q Internet Explorer 0.0 MB

& Internet Inforn 5 B
O Eﬂ Management and Monitoring Toals 20MB
["] 2t Messane Muevinn nnwe |

Description:  Includes Web and FTP support, along with support for FrontPage,
ranzactions, Active Server Pages, and database connections.

Total disk space required: ES.0 MB Detals |
Space available on disk: 11768 MB
< Back I Mext > I Cancel |

Figure 3 Windows Components Wizard

but disable the SMTP Service and click the « Next » button.

Internet Information Services (IIS) x|

To add or remove a component, click the check box. & shaded box means that only part
of the compaonent will be installed. To see what's included in a component, click Details.

Subcompanents of Intermet Infarmation S ervices [[1S]:

<> Comman Files 1.0ME =
Diocumentation 35 MB
O f_'l File Transfer Pratocol [FTP) Service 0.1 MB
O @@ FrontPage 2000 Server Extensions 4.3 ME
i Intemet Information Services Snap-ln 1.3ME

[ | g 5MTP Service 1.1 ME
& "/ oild ‘wide wWeb Service 23 MB ;I

Description:  Install: documentation about publizhing zite content, and 'web and FTF
server administration

Total disk space required: 54 4 MB Dietails.. |
Space available on disk: 1105.4 MB
(i) I Cancel |

Figure 4 Disable SMTP Service

Insert your Windows XP CD and click the “Next” button.



Windows Components Wizard

Configuring Components
Setup is making the configuration changes you requested

=L Please wait whis Setup corfigures the companents. This may take
saveral minutes. depending an the companents selected

Status: Copying files...

-

i He s | [ cancel |

Figure 5 Configuring components

‘Windows Components Wizard x|

Completing the Windows
Components Wizard

You have sucossshill completed the Windows
Components Wizar

To close this wizaid. dick Firish

Figure 6 Completion

4.2 Microsoft IIS Installation on Windows 7/8/10

If the 1IS is not installed on your OS, you will get the following message during the UNMS
Il installation.

" 8 UNMS T Server Setup

Welcome to the UNMS II Server Setup
Wizard

5 UNMS I Server Setup ’ )

You must install IIS version 5 or higher before instaling

L s,

Back Next Cancel

Figure 7 UNMS Il error message
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Click the “Programs” button into the “Control Panel” and click the « Enable/Disable
Windows Features » button. Enable the following features:

Internet Explorer 8
= Internet Information
[T] 1) FTP Serwer
= Web Managernent Tools
=] II5 6 kanagement Compatibility
IS 6 Management Console
IS 6 Scripting Tools
IS 6 YAl Compatibility
IS Metabase and IS 6 configuration compatibility
IS Management Consale
[7] 1) TS Management Scripts and Tools
[T ) OSManagement Service
= Wiarld Wide Wifeb Services
= Application Development Features
JMET Extensibility
AP
ASPMET
CGI
ISAPT Extensions
ISAPT Filters
Server-Side Includes
=] Common HTTP Features
Default Docurmernt

EO0O00

o =

Directory Erowsing
; HTTP Errors
, HTTP Redirection
Static Content
Wifeb DAY Publishing
Health and Diagnostics

OEO0O0O0=

Figure 8 Windows Features

Click the « Ok » button to complete the installation and start UNMS Setup again.

4.3 1IS Installation on Windows 2008 Server R2

NOTE : If you want to use the Internet Explorer on this Server for UNMS, then you have to
disable the IE Enhanced Security for Windows Server 2003 and 2008 OS.

Here an example of the configuration Internet Explorer |IE Enhanced Security (IE ESC) on
Windows Server 2008 R2:

11



Server Manager =10l x|
Fle Acton View Help ‘

== H #, Internct Explorer Enhanced Security Configuration:
S ——

[ 5> Roles Internet Explorer Enhanced Security Configuration (IE ESC) reduces the
Network Policy and Access Services a exposure of your server to potental attacks from Web-based content.

5 web Server 15) Getan avervew of th stats f s server, perfom tp management s, ans s or S ———
W Intemet Information Services (I remove server roles and features. default for Admiristrators and Users groups.

j| Features
i Dizsrostes product ID 55041-507-2949936-84235 Administrators:
= Hifk Cenfiguration {(Activated)
Task Scheduler @ oOn (Recommended)
Windows Firewall with Advanced Se: ™ Do not show me this consale at logon
; Services W con
i WMI Contral ~
1 8 Local Users and Groups ~) Security Information i Go to Windows Firewall
= U g :
7 Users o Somain on ] Configure Updates Users:
] Groups

Firewall ¥2 Check for New Roles
s o S5 Run Security Configuration Wizard

Updates: using a managed updating Configure IE ESC
service

Last checked Today at 11:23 AM

{3 storage @ ¢ on (Recommended)

for updates:
More about Erhanced Security Confiqurat
Last installed 8/25/2011 10:58 AM
=

IE Enhanced On for Administrators

Security On for Users

L Configuration
< | £J LastRefresh: Today at 11:48 AM Configure refresh

Figure 9 Configure IE ESC

Open the “Control Panel” and click the “Turn Windows features on or off” link (below the
“Programs” label) to open the “Server Manager”.

Select Server Roles

Before You Begin Select one or more roles to install on this server.
5 Roles: Description:
Web Server (IIS) 3
Web Server (11S) T] Actve Drectory Certifcate Services web Server (115) provides a reliable,

manageable, and scalable Web

Role Services L] Active Drectory Domain Services application infrastructure.

[_] Active Directory Federation Services

Eme [[] Active Directory Lightweight Directory Services
Progress [] Active Directory Rights Management Services
. [] Application Server

[] DHCP Server

] DNS Server

[] Fax Server

[ File Services

[] Hyperv

[] Network Policy and Access Services
[ Print and Document Services

["] Remote Desktop Services

Wirdows Deployment Services
[] windows Server Update Services

More sbout server roles

<previous [ Next> | wsui Cancel

Figure 10 Add Roles Wizard

Open the dialog box “Web Server 11IS” and select “Role Services”.
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Add Roles Wizard

ﬁ;}a Select Role Services

Before You Begin

Server Roles

Select the role services to install for Wieb Server (I1S):

Role services:

Web Server (IS)

= [E web Server

[E commen HTTP Features
= [E Application Development

Description:

Security provides infrastructure for
securing the Web server from users
and requests. IIS supports multiple
authentication methods. Pick an

Confirmation [] ASP.NET appropriate authentication scheme

— ] NeT Extensibity based upon the role of the server.
0 s Filter all incoming requests, rejecting

Resuts O e without processingrequests that

match user defined values, orrestrict
requests based on originatingaddress
space.

ISAPI Extensions
[T 5APT Fiters
[] server Side Incudes

[E Health and Diagnostics
(=) ity
| Performance

e @

snagement Tools
TI5 Management Console )
TIS Management Saipts and Tools
Management Service =

& Management Compatibilty
T —"
[T TIS & WMI Compatibiity

["] 115 6 Serintina Tools =l

More about role services

=

m
]}

Cancel

< Previous | Next > I Install

Figure 11 Role Services
Click the « Ok » button to complete the installation and start the UNMS Setup again.

Start the UNMS setup.exe again, if IS problems are solved, the Setup starts now for the
installation of the UNMS software.

4.4 11S Installation on Windows 2012 Server R2 and Windows 2016
Server
Open the Server Manager and click on “Add Roles and Features”. Click the “Web Server

(IIS)” button into the Server Roles menu and then on “Add Features” or rather “Next”.

Server Manager -
I Add Roles and Features Wizard = | E] = Hilfe

81 x| =S =]

DESTINATION SERVER
WIN-KUGLIOIPAMM

Select server roles

Add Roles and Features Wizard

Select one or more roles to install on the selected server, =)

Rols
o Add features that are required for Web Server (1IS)?

Server Roles

The following tools are required to manage this feature, but do not
have to be installed on the same server
4 Web Server (IIS)
4 Management Tools

[Tools] 115 Management Console

Include management tools (if applicable)

=
:
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Figure 12 Add Roles and Features

Click on “WinRM IIS Extension” into the menu Features and then on “Add Features” or
rather “Next”.

Server Manager =19 X || -
[ Add Roles and Features Wizard =|o] x

Select features

Select one or more features to install on t

Add features that are required for WinRM 1S
Extension?

s ldentity Foundation 2511 yay cannot install WinRM IS Extension unless the following role

s Internal Database services or features are also installed.

erShell (2 of 5 instal]
4 Web Server (II5)

4 Web Server
4 Health and Diagnostics

s Activation Servi
< Search Service
s Server Backup
o Request Monitor
s Server Migration Tools .
Tracing
s Standards-Based Storag]
< TIFF IFifter
O
[] WINS Server
[] Wireless LAN Service

v W

Include management tools (if applicable)

< [

Figure 13 Add Roles and Features — WinRM IIS Extension

Click on “Application Development” into the menu Role Services/Web Server and enable
the “ISAPI Extensions” under Management Tools, the “IIS 6 Management Compatibility”
and then on “Install”.

Server Manager =8| x

o

DESTINATION SERVER

Select role services WIN-KUGLIOZPAMM

Before You Begin Select the role services to install for Web Server (11S)

Installation Type Role services Description
Server Selection - “ Internet Server Application
Server Roles 4 || Application Development Programming Interface (ISAPI)
[ .NET Extensibility 3.5 Extensions provides support for
Features [ .NET Extensibility 45 dynamic Web content developing
\Web Sarver Role (15) : ) T using ISAPI extensions. An ISAPI
. [ Application Initialization extension runs when requested just
8 z [ asp like any other static HTML file or
Confirmation [ ASP.NET 35 dynamic ASP file. Since ISAPI
applications are compiled code, they
L[] ASP.NET 45 are processed much faster than ASP
O cal files or files that call COM+
components.
[ 159 Filters -
[ Server Side Includes
[] WebSocket Protocol | |
4 [ FTP Server
[] FTP Service
w
< m [ >
<previous | [ Ned> | [ st | [ cancel

14



Figure 14 Role Services

5. License Regulation

UNMS Il licenses are sold as individual license. A valid UNMS license defines the number
of Services (IP addresses) of devices to manage through this UNMS. Eg. If you have
purchased a UNMS 50 licenses, than max. 50 Services may be managed at a time
through this UNMS. Do not install the UNMS Il several times using the same license !
UNMS is available also as bundled version, coming with UPSMAN or RCCMD software.
This bundled version is limited to 9-nodes and has restricted SNMP functionality. See
Chapter 5.1 below.

You can update any UNMS Il Software within 2 years free from the GENEREX website
www.generex.de. Free update period ends 2 years after installation. After 2 years free
updates are no longer possible and you have to purchase a new version.

5.1 UNMS Il 9-User Bundling License

If you have purchased any RCCMD or UPSMAN software, than this licensekey entitles
you to use the UNMS Il 9-user bundling license, fully functional system, but limited for the
monitoring up to 9 devices (CS121/CS141, BACS, UPSMAN and up to 3 non GENEREX
SNMP devices). The commercial version adds features like upgrade, updates,
configurable and customizable screens, up to 5000 Services, teleservice for MODEMSs,
datacenter functions for large UNMS installations with reporting and VPN remote access.

5.2 UNMS Il Full Version License

The UNMS Il full version is available from 5 up to 5000 objects or Services (IP addresses)
and offers several modules to upgrade your product until the highest “Datacenter” version.

Following we describe all features of a fully licensed UNMS Il commercial version. If you
miss features in your version than this may be due to a lower licensed version.

If you click into the UNMS Il AdminConsole the menu “Help” and “About”, you will get the
information which modules are installed and how many objects/services you can use with
your license.

LIPS Network Management System - Wersion 2.0
fill Copyright © 2005-2011 Generex GmbH, Allrights reserved.
Praduct License:
(STANDARD EDITION: Max, 250 Services) Change...

Serial Humber: 1Z5HAUR$AC -

Installed Camponents:
iGenere: LINMS Administrator - Version 2,0 Build(2,0,15) : Copy Info

Generex UNMS Server Service - Wersion 2.0 Build(z.0.12)
Generes UMMS UPS Met Agent - Version 2.0 Build(2.0.08)

Generesx MMS SNMP Agent - Version 2,0 Build(2.0.0.2) Stz il

Generex UNMS Web Console - Wersion 2.0 Build(z.0.03) FEEIED
Warning: This computer program is protected by copyright law and international
treaties. Unauthorized reproduction or distribution of this program, ar any portion of it,

may result in severe civil and criminal penalties, and will be prosecuted to the maximum
extent possible under the lavw,
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Figure 15 About UNMS Infobox— showing that this Version is for up to 250 Nodes

5.3 UNMS Il Full Version with Teleservice Module

The Teleservice Module is an extension for the UNMS which provides telephone line
support for analogue modems (RASMANAGER analog) and GSM Routers,

(RASMANAGER GSM). This Module is displayed in the About UNMS infobox as “UNMS
RAS Agent”

F UPS Network Management System - Version 2.0
il Copyright © 2005-2011 Generex GmbH. All rights reserved.
Product License:

STANDARD EDITION: Max, 25 Services

Serial Number: 12SHALX

Installed Components:

Generex UMMS Administrator - Version 2.0 Build(2.0.18) Copy Info
Generex UNMS Server Service - Version 2.0 Build{2.0.12)

Generex UNMS UPS Net Agent - Version 2.0 Build(2.0.08)
Generex UMMS SMMP Agent - Version 2.0 Build(2.0.0.2)
Generex UNMS RAS Agent - Version 2.0 BUld(2.0.08) ] Eyctemigfo

Generex UNMS Web Consale - Version 2.0 Build(Z.0.03)

Warning: This computer program is protected by copyright law and international
treaties. Unauthorized reproduction or distribution of this program, or any portion ofit,

may result in severe dvil and criminal penalties, and will be prosecuted to the maximum

extent possible under the law.

Figure 16 About UNMS Infobox— Version is for up to 25 Nodes and Teleservice

5.4 UNMS Il Full Version License with OPC Module

The OPC Module is a extension for the UNMS to work as OPC client. This Module is
displayed in the About UNMS infobox as “UNMS OPC Agent”. Please note that OPC is an

industrial general purpose protocol — any linkage of OPC informations into UNMS requires
custom development steps.
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F UPS MNetwark Management System - Version 2.0
il Copyright @ 2005-2011 Generex GmbH. All rights reserved.

Product License:

STANDARD EDITION: Max. 100 Services

Serial Number: 29POW L ikl

Installed Components:
Generex UNMS Server Service - Version 2,0 Build(2.0.12) Copy Info

Generex UNMS UPS Net Agent b‘ersmn 2 El Bmld(z 0.08)
System Info

Generex UNMS Web Console versmn 2.0 Bu||l:|[2 0.03)

Warning: This computer program is protected by copyright law and international
treaties. Unauthorized reproduction or distribution of this program, or any portion of it,

may result in severe cvil and criminal penalties, and wil be prosecuted to the maximum

extent possible under the law.

Figure 17 About UNMS Infobox— Version is for up to 100 Nodes and OPC

5.5 UNMS Il Full Version License with Teleservice/Datacenter
Module

The Datacenter Module is a extension for the UNMS to work as Datacenter manager.
This module allows to manage offline installations through “pushmail” (Email) and through
the other connections (Teleservice MODEM, Ethernet, SNMP, OPC server). Additionally
this Datacenter module includes reporting functions and scheduling options to allow an
automated monitoring and alarm forwarding of large installations. This Module is displayed
in the About UNMS infobox as “UNMS Datacenter”.

6. Getting Started with UNMS I

Although the UNMS Il comes in some cases pre-configured, there are some settings you
have to go through before you can start monitoring.

Primarily you have to define, which IP addresses and devices you want to monitor and
which events have to be regarded as alarms. The UNMS Il Admin Console simplifies this
and other UNMS Il related administrative tasks. It is described in the next sections.

The UNMS Admin Console is launched automatically after installation has completed. To
start it again later, go to the Windows Start menu and use the Programs/UNMS/Admin
Console menu.

17



7. UNMS Admin Console

o Attention: You need Administrator privileges for using the Admin Console !

The UNMS Il is split in 2 parts, the UNMS Admin Console, for administrative purposes,
and the UNMS web-interface, for remote Web access. The Admin Console runs a
Microsoft Internet Explorer embedded in a Window, called Web Console. The Web
Console view is designed through the Site Maps and its related tools Site Explorer and
Event Explorer.

Generally a webbrowser is the graphical interface for all users, who are not working on the
UNMS Admin Console and are working and watching the system as it operates.

The UNMS Admin Console is for configuration of the UNMS Il screens and the
embedded MS Internet Explorer shows in the Web Console page how the changes would
look, if viewed with a web-browser from remote.

The UNMS Admin Console is the toolkit for the UNMS Il Administrator, when doing
changes on the configuration, while the normal monitoring process is usually run through
any web-browser.

7.1 Discover Services

After the UNMS Il is started the first time, the Discover Services will be started
automatically to help you finding Services (UPS, BACS, SNMP cards ..) in your local
network environment.

Discover Services x|

b Sites
Stark Scan Zonet

Zanez
192,168.222.% ~| Pfrom: [100  ta: [254 Clear result Zone3
port: 5769 "ns name For LNMS servlce“

zonet
& use UPS Madel
¥ Search SHMP devices  Community: | public

Zones
Discover Services on 192.168.222.* from 100 to 254

- Settings for network scanning

Select one of the networks:

[V Search C5121 devices
Zones

Zone?

EEEEEE e

" 1ise TP Address

IF address || Computer name | Location | UPS model [ =
O 192188.222.105 Testfeld SavepowerEVD UPS

[ 192168.222.109 Mestingroom BACS

O 192.168.222.112 Testfeld Proteet D.

[ 192168.222117 CE+T TSI Brava

Figure 18 Discover Services
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O 192168.222.115
O 192168.222.116
O 192168.222118

GEMEREX Hamburg G
&8mHz Testfeld

POWERMASTER-100
PMC 12 TkVA
No UPS modal defined

O 132168.222.115 GEMEREX Hambuig G, Continuity 1000
O 192168.222.121 GENEREH Hamburg G...  HANTO 5 700
O 192168.222.124 GEMEREX Hambuig G...  EFFEKTA MHD Modular
O 192168.222.123 Testfeld MULTI DIALOG MDT
O 192168.222.125 Serverraum WGD 3000 4 =
O 192168.222.126 US10000T-Ak
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Enter the subnet address, which you want to scan, and enter the IP range (default 1 to
254). If you got additional SNMP devices into your network environment, enable the box
“Search SNMP devices” too and click the “Start Scan” button. If you already know your IP
address and do not want to use Discovery Service, cancel this service.

After the scan is finished, you can allocate the UPS or other objects found in a list and
move them to their Zones/Sites with Drag-and-drop. Use the “SHIFT” and “ARROW” keys
to Drag-and-drop several objects at once.

You can choose to use the UPS modelname or the IP address as UNMS site/device
name.

Discover Services E

—Settings For network scanning -+ sites
Skart Scan |
Select one of the netwarks: = =] Zonel
%) Savepower-EVO UPS
I 192.168.222 * | IPfrom: | 100 ko |254 FE — | FoneZ?
Zoned
[¥ Search C5121 devices Part; [S7es et ey A et Zonet
% use UPS Model Zones
¥ Search SHMP devices  Community: | public ® (e e Zonet
Zone?
Recently Found services: Zones
il
IP address{hame | Location | UPS Model | Type < Zoned

1 compatible
ible

Meetingroor
Testreld

BACS
P

192.168.222.118

&

5121 compatible

192,1658.222,119 GEMEREY Harnbur...  Continuity 1000 5121 compatible
192.168,222.120 SiteManager I Y3 5121 compatible
192,168.222,121 GEMEREY Hambur,,,  ®ANTO S 700 5121 compatible
192,168,222,123 Testfeld MULTI DIALOG MO, CS5121 compatible
192,168,222,124 GEMEREY Hambur,,,  EFFEKTA MHD Mo...  C5121 compatible
192.168,222,125 Sierverraunm WD 3000 YA 5121 compatible
192,168,222,126 US10000T-RM 5121 compatible
192,168,222,128 Testfeld THETYS EVO 5121 compatible
192,168,222,133 BACS 5121 compatible
192,165,222, 134 Mo UPS model defi... <5121 compatible
192,1658.222,135 Waidhafen SitelMonitar I 5121 compatible
192,1658.222,136 Mo UPS model defi... <5121 compatible
192,168,222,137 Rittal Rack YUNTC Q1250 5121 compatible
192,168,222,138 Biiro Erik, GxvM GE LAMPRO LP 11f,., 5121 compatible =
| 3

Use Drag and Drop ko move services to Sites Cancel | apply

Figure 19 UPS allocation and moving to Zones/Sites by drag&drop

Click the ,Apply” button to confirm your settings and restart the UNMS 1l to use your
configuration changes.

After having the UNMS Il successfully started, you may continue working with the UNMS I
Admin Console to complete your settings or to add Sites and Servicesmanually.

7.2 Main Screen

The following diagram and table show the main elements of the Admin Console, when
starting it the first time. (Here with user login screen)
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(3) web Console | 1ap editor |

@ UPS Network Management System

Help | About

Monitoring

ew

Logofi | o site02

®

[CRCRG
v
¢

é

Log on to Web Console

Please enter user name and password to log on to UNMS

username [

(CRCRORCH
b4
3

3@
@
A"
s

Password g o ey
= ste1s
- ste1s
Logon Cancel i stets
- ster7
=g site1s
@ steis
- ste2
- site2
=g site22
=g site23
@ ste2s
- site2s
35 site Explorer Event Explorer |
|Ons Started 10,0 4

Figure 20 Admin Console — Main Screen

No. Name Description Page
@ Menu Standard application menu.
@ Button Bar | Provides shortcut buttons for common tasks and features.
View You can switch between Web Console, in which the integrated Web
@ Selection Browser is displayed, and Site Maps, which allows you to customize
the Web Console.
Web Display area of the integrated Web Browser, if in Web Console Error! Bookmark
Console mode. not defined.
Map Editor | Display area of the Site Maps Editor (not in all Editions), if in editor Error! Bookmark
mode. not defined.
Site Hierarchical view of all defined sites and their related services Error! Bookmark
@ Explorer (devices). not defined.
Event Hierarchical view of all defined events and their related command Error! Bookmark
Explorer handlers. not defined.

In the following part we explain the configuration options inside the UNMS Admin
Console.

7.3 Sites and Services

Sites and Services are managed through the Site Explorer

20




Site Explorer: The Site Explorer panel is your tool to add, change Sites, add Services,
and form several Sites into Groups.

Figure 21 Admin Console — Site Explorer
Definitons:

Service: A Service is any kind of IP address or hostname, which is typical an UPS or
battery system controlled by a CS121/CS141 or BACS Webmanger or any other
GENEREX or UNMS compatible device like third party SNMP cards. So a Service is the
managing device itself and is always member of a previously defined Site.

Example for a Service: A Service is a managed device like an UPS SNMP card. For
example, a CS121/CS141, a BACS Webmanager, a SiteMonitor, the UPSMAN Software
or any RFC 1628 compliant SNMP device are defined as Services.

Site : A Site is a set of well-known Services, like UPS or IP adresses in a certain location.
These locations are called “Sites” and represent the organisational or physial location of
such Services. Any alarm on any Service in this Site will change the Site status itself. So
if any of the Services in this Site has an alarm, the Site itself will display this alarm in the
Site Icon.

Example for a Site: You may define the Site “UPS Customer A”. In this Site you have now
e. g. 5 Services running with 5 UPS. This Site may get its individual background and alarm
reactions, if formed into a Group.

7.3.1 UNMS Il Group

Group : A Group is a set of Services belonging together, like a several UPS installation
in the same network or at the same customers organisation.. A Group is defining a set of
Services, which in case of alarms will be treated identically. So all devices (UPS,
batteries, etc.) will have the same reactions in case of alarms, if they belong to the same
Group. Through Groups you can define different alarm reactions, e. g. if members of the
Group belong to different organisations.
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Example for a Group: If in a Group defined as “UPS Group” and added to this Group all
Services, which have UPS, than you can define actions, which will apply for all devices in
the Group. So an UPS alarm on any of the devices in this group will send an email to the
UPS service center in your organisation, while an alarm in the Group “Batteries” will send
an email to the battery service department in your company.

Through the Site Explorer you configure relationsships of your Services and Sites.

Get into the Site Explorer, click the desired Service button and change the Service
Properties. Open the Group dropdown menu, click on “Edit...” and add the desired group
name.

Event
@ General |3 contract | (3) Info | ) Advanced| ]:::ﬁﬁap ot
Site name: A upsGeneralFauit & Event added

Zone2

Service Groups:
Name: Group: i

222,208 MI:
Connection type: STANDARD

e LPS Group Berlin

C5121 compatble (UPSTCP) v | | <Edit...>
DMS name or [P address: Port: Al mMame: UPS Group Berlin

192,168.222.209 5759

M tch service group: g
STANDARD -
Schliefen Abbrechen

Figure 22 Service/Event Properties — Edit Group

Repeat this procedure for all Services, that you want to add to a Group. Get into the
Event Explorer and add the desired Event to this new Group. Open the accordant Event
Properties of the Event, that you want to add to the new Group. Open the dropdown
menu under “Match service group”, “Edit...” and add the desired Group. This Event is
valid only for this Group exclusively.

7.4 Events and Priorities

Jobs and Event reactions in the UNMS are managed through the Event Explorer.

The UNMS shows the Sites and Services on a graphical screen as icons. Such icons
display their status according to the configured priorities. For example, if one service of the
Site runs into as critical defined status while another service of this Site is still in normal
status, then the whole site will be in a critical state and displays this through this higher
priorized icon.

To define which events are critical or not, you use the UNMS Admin Console tool Event
Explorer.

22



] ATS Events
{1 AU Events
({7 BACS Events

D Device Events
D R4S Manager
({1 Redundancy Events
({1 Sensor Events
{1 Site Manager
{1 Site Manitor
B System Events
- A netConnectionLost
A rmsAckByllser

B UPS Events

: /‘ upsCommunicationsLosk
upsGeneralFault
upsLowBattery
upsMaodelunknawn

A
A
A
/‘ upsCnBatkery
A
A
A

upsonBypass
upsOutpukOverload
upsTempBad

/‘ upsTestInProgress

Figure 23 Admin Console — Event Explorer
The Event Explorer panel is your tool to add, remove or change Events.

An event may be an already predefined alarm of a Service like at the alarm “ups on
battery”. There are many predefined events found in the Event Explorer for UPS
(Uninteruptible Power Supplies), ATS (Automatic Transfer Switches), BACS (Battery
Analyse and Care System), network, alarm contacts, etc., additionally you have also the
option to add more events.

7.4 Starting and Stopping the UNMS I

You have to save and restart the UNMS before any of your configurations becomes
effective. You can restart the UNMS Il using the start/stop commands in the UNMS Il
Admin Console button bar:

@88« %X 02

‘ | Click to stop UNMS
Click to start UNMS

Figure 24 Admin Console — starting/stopping the UNMS I

Restarting or stopping the UNMS or rebooting your UNMS server computer, is a longer
process and may take several minutes, depending on the size/amount of Sites, Serives
you have configured. When you restart the UNMS service, all remote sessions connected
to your monitored devices are logged out, any status and measurement data is
interrupted, all Web Console connections are unavailable until the UNMS Il is restarted.
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7.5 Working with the Site Explorer

Locate the Explorer Panel on the right side of the console. If you can’t see the Explorer
Panel, use the View/View Site Explorer menu to show it. Select the first tab marked Site
Explorer. The displayed Sites and Services tree shows all sites and their related
services as defined within your UNMS.

Site Explorer

<t sites and Services A
2§ siteo1

L Bws s
L s a2

-8 siteoz
-

igm
-4s) Disabled

H sitenq
g siteos
q siteos
5 site0?
Site0d
Site0?
Site 10
Site11
& site12 hd|
(3% site Explorer (2]] Event Explorer |

4

+
) 1)) 1 ) ) I

Figure 25 Site Explorer

Single-click on the small box to the left of a site icon (building icon) to expand or collapse
that site in the tree.

Left-click on any object name to select that object.
Use the « Delete key » to remove the selected object.

Right-click on a site (building icon) or service icon (gear icon) or name to see the available
context menus.

Open a site tree and use the Edit/Insert Service menus or Button Bar buttons to add
service objects to the site tree.

7.6 Changing Service Properties

Using the Site Explorer tree, expand the site icon (building icon) that contains the service
of interest. Then Right-Click on the desired service icon (gear icon) and use the
“Properties” context menu.

Service Properties General: Enter the service name in the “Name” edit box. This is a
name to identify your device in the UNMS Il listbox and graphical screen.

Service: Click the Service box to disable the monitoring of this service, if currently
unavailable.
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Choose a Group for this service. ,STANDARD® is default. Define an individual name for a
group to configure group rules for those devices belonging to this group (see Group
configuration later in this manual).

Enter the Service IP address in the “DNS name or IP address” edit box. This can be an IP
address or as DNS name.

Choose the “Connection type”: For UPSMAN Software, CS121/CS141, BACS or any
other GENEREX device choose “CS121/CS141 compatible (UPSTCP)” and use the
default IP port 5769. Other non-GENEREX devices are found as SNMP compatibles in the
drop-downlist box to choose.

Y x|
@ General | I | Cnrmadl 1o} |nﬁ,| B Mvancedl @ Generl I A Cortract | 3) Info | B Advancedl
Site name Site name
IGEHEF!E} HQ Hamburg IEEHEF‘E,\ HQ Hamburg
v Service ¥ Service
Name: Group Mame Group:
[GENEREXBACS QU1 in Hambug  |STANDARD || JGENEREX BACS QO in Hamburg | [STANDARD =]
Connection type: Connection type
|C5121 compatible (UPSTCR) x| 5121 compatble (UPSTCP) |
SNMP - APC sman network -
DNS name or IP address Port: SNMP: EATON Powerware/HP | Per =
|20 generex de | 5ms SNMP: GE GEDE CP4/IMV Card [~ 57
SNMP: Liebert OC Webcard
SNMP: Masterguard/Oneac
SNMP: MGE Mini
SNMP: Riello/Aros NETMAN
SNMP: SOCOMEC Netvison hd

cancel_| Cancel

Figure 26 Site Explorer — Service Properties — Connection type

For SNMP devices: Choose the appropriate vendor and enter the service community
string in the community edit box (community string is configured on the remote device, as
default select “public”). The default community is “public”!

DNS name or IP address: Enter a hostname or IP address of your Service, eg. The IP
address of your CS121/CS141 or SNMP card. At CS121/CS141 the default TCP port is
5769, at SNMP the community string has to be entered in this menu.

Service Properties Info: For each Service you can provide information as plain text or
hyperlink which will be visible on the UNMS graphical screen as INFO button. You can
add, remove or edit text informations for this specific Service, such information is then
displayed on the UNMS Il graphical screen and may help other UNMS Il operators to find
additional informations or instructions for this specific site.

These entries are displayed under the corresponding service behind an INFO button.
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Service Properties 3 cervice Properties x|

@ General | @ Contrect ) Info | B Advanced | @ Geners | 3 Convact & o | B Advanced |
Custom Properties [ Errpraiees
=i Name [ value I

[21 Hamburg This SITE got UPS installations in ..

Property Type: | [2) Plain Text -
Property Name: ,Hambmg—
Text to display: | SITE got UPS installations in Hamburg

Cancel Add... Remove | [ Edt. |
Close Cancel Close Eancel

Figure 27 Site Explorer — Service Properties — Info

You can add further information for every service. If you click the “More customer data...”
button, you can add an email address, which will receive an email, if you enable the
function “Send mail to contract” into the Job Editor.

x [ rr— iy
r~Customer
@ General (@ Contract I@ \nful Vi) Advancedl
Contact Person:l E. Schulz
Contract
’V o State Phone: | 55555
oy Fax:| 44434
Model:  |UPST E-Mail:l someone @somewhere.com
Serial No.: [123456789 .
r—Customer Support Department ;I
Company. |GENEREX
Address... I Brunnenkeppel 3. 22041 HH ;I
El
More customer data... j
ok | cance Cancel

Figure 28 Site Explorer — Service Properties — Contract

You can add additional information for every service as text or rather hyperlink. These
entries will be displayed below the accordant service.

Service Properties Report: In this menu you can generate automatic and manual reports
of the logged UPS data. Enter a start date and a start time and select the desired interval.
In addition you can enter email recipients into the box “Send report to:”. If you click the
“Generate report now” button, you can generate a report at anytime.
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.SEI'\J—ICE Properties | = |

% General @ Contract

@ Info ﬁ Advanced

Report settings

Startdate: 10.10,2013 + Start time: 12:03:37 (=

() Once aweek @ Onceamonth () Once a year
Generate report automatically Show report

Redipients

Send report to:  someone@somewhere,com -

[ Add ] [ Change ] [ Delete ]

Generate report now

[ oK ] [ Abbrechen ]

Figure 29 Site Explorer — Service Properties — Report

Service Properties Advanced - Remote Monitor: This is an option if you do not want to
use the HTTP default web-link of this Service. At GENEREX devices, the like the
CS121/CS141, the “landing” HTTP page is predefined. At non-GENEREX devices the
Webserver can not show the standard UPS layout. To change this you may enter here a
different web-page to connect directly to the Webserver page of this Service.

.
@) General | g Contract

@ Info | [+7] Report | P Advanced

Remote Monitor
Enter & custom web address to this services home page:

|| Use this page instead of the standard service page

Data Logaing
[¥]write measured UPS values every 10 Minutes

Copy legfile ...

TCP Communication Parameters
Timeout [ms]: 15000 Retries: 4

[#]Enable Legacy mode for C5121 with Firmware 3.x

Event Filter
[T Let the UNMS generate the 'upsGeneralFault events

Figure 30 Site Explorer — Advanced — Remote Monitor — configured URL to Webserver-
page of an APC Smartnetwork SNMP Card
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The moment a URL is configured in the Remote Monitor, a doubleclick on this Service in
the UNMS will open the Webpage of this device directly, skipping the default display of a
UPSVIEW or other UNMS standard graphical screens.

Service Properties - Advanced - Data Logging : Enable this option to activate a local
log file in the UNMS server for this Service and define the interval for updating values (in
minutes). It creates a local logfile for this Service in the UNMS. Through this option you
may built up large databases for your Services monitored by the UNMS, without the
restriction of local flashrom limitations of SNMP cards.

Please note that you have to restart the UNMS to start logging functions.

If this option is enabled you will see in the UNMS interface a new button “Data charts”.
Click on this button to see the lodfile of this Service grafically in the UNMS.

For old devices there is an option to enable the Legacy Mode. Open the properties of a
device, go to Advanced and enable the Legacy Mode for supporting devices with older
firmware (3.x).

@ @ HW131: Testraumsicherung

SLC 1000 LINK

L1:220Y  S00Hz @ P L1 434 S00Hz

0%

L1

@ normal Log file

Figure 31 Data charts button

When Data Logging is enabled, you can use the charts for inspecting the data and get a
long term history of this Service.
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Home LogFile Signout | Help | About ENEREY
g (=2
(€)@ HW131: Testraumsicherung » *
Select time point .
e From Testraumsicherung
[55. [ 7 248 Input Voltage (1)
00:.00 = 23 Input Voltage (2)
& From now 108 mM- ()]
Select time range Input Frequency (1)
" thelast hour 174 Input Frequency (2)
 the last day
149 Input Frequency (3)
@ thelast week
" the last morth 124 Output Voltage
C the last year Output Frequency (1)
o9 —
o 2,
Select data types utput Fraquency (2)
¥ Input Woltage 74 Output )
¥ Input Frequency m
¥ Output vattage 50 T r————
¥ Output Frequency 25 Lead (2}
¥ Losd : Load (3)
V¥ Battery Voltase [ L . Battary Voltage
¥ Temperature (USW) Fri Sat Sun Mon Tue Wed Thu Fri . wsn
[V Battery Capacity z:ekl 17/ 1)8 mparature
min. avg. Battery Capacity
Refresh

Figure 32 Data chart

Service Properties - Advanced - Copy logfile: From the UNMS Il you may also export
the data into a CSV file. Goto copy the data of the local logdfile of this Service via ,Copy
lodfile...“ to any other directory.

- o ~ e . . b e ' -

1 (reftime, INVOLT:3,INFREQ:3,0UTPUT_VOLT,OUTFREQ:3,OUTPOWER:3,BATTVOLT, TEMPDEG,BATTCAP
2 (T325224500)14.02.2012 14:01:41,227.70:-9999.00:-9999.00,50.00:-9999.00:-9999.00,,0.00:-9999.00:-9999.01
3 |1329224576,14.02.2012 14:02:56,227.70:-9999.00:-9999.00,50.00:-9999.00:-9999.00,,0.00:-9999.00:-9999.01

Figure 30 DatalLog as CSV File — Time Reference Variable

The first variable into the CSV file “tref” (time reference) serves as basis point of time
(01.01.1970) for the determination of the current time.
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Service Properties

| @ General | @ contract | @ Info | p Adwvanced

Remote Monitor
Enter & custom web address to this services home page:

Data Logging

lues every 1 Minutes

Copy logfile ...

Communication Parameters
Timeout [ms]: 3000 Retries: 3

Event Filter
[T Let the UNMS generate the 'upsGeneralFault’ events

Seperate Sensor Manager events from other events

OK ] [ Cancel

Figure 33 Advanced

Service Properties - Advanced Communication Parameters: To change the timeout default
for SNMP network communication. If you have a slow network connection or SNMP device with
longer timeouts, this may causes constantly alarms because of slow responses to SNMP
requests. You may change these parameters to make the UNMS Il more tolerant at this Service
(IP address) to avoid such false communication error messages. NOTE: This is only function in
Services using SNMP as Connection type.

Check “Let the UNMS generate the ‘upsGeneralFault’ events” if it is not required to
distinguish between different alarm triggers — Then UNMS will generate an
‘upsGeneralFault’ for each alarm.

“Separate Sensor Manager events from other events” is a feature only for customized
UNMS software with SENSORMANAGER, not active in most standard UNMS.

7.7 Working with the Event Explorer

The Event Explorer is your tool for the configuration of events and reactions of the UNMS
Il monitored Sites and Services.

Locate the Explorer panel on the right side of the console. If you can’'t see the Explorer
panel, use the View/View Event Explorer menu to show it. Select the second tab marked
Event Explorer. The displayed Events and Commands tree shows all events and their
related alarms and priorities as defined within your UNMS.
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Event Explarer

3t Events and Jobs

#-{1] 5Y5 Events

=-{] UPS Events

I_;—_| A upsCommunicationsLost
: "}" Communication Lost

upsGenel
: “’ Gene
= Norm
-4 upsLowB:
[ 4 upsMode
-4 upsOnBa X Delete

- UpsOnBy |
[

[

£

]/‘ UpsOutp 2 Properties
-4 upsTempBad
]/‘ upsTestinProgress j

@3 Site Explarer Event Explarer

&

Figure 34 Event Explorer

Single-click on the small box to the left of a group icon (file icon) to expand or collapse this
event group in the tree.

Left-click on any object name to select that object.
Use the « Delete key » to remove the selected object.

Right-click on a group (file icon) or event icon (colored box icon) or name to see the
available context menus.

Open an events tree and use the Edit/Insert Event menus or Button Bar buttons to add
event objects to the tree.

7.8 Changing Event Properties

Using the Event Explorer tree, expand the events icon (file icon) that contains the desired
alarm. Then Right-Click on the alarm icon (colored box icon) and use the « Properties »
context menu to add/change jobs as reaction on this event.
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Cr—— | -
[ Event ~Event
Identifier; State: Identifier: State:
| 4 upsonBattery =l [o eventagaes =] [ A upsorgattery =] [@ Eventaddes =]
The UPS is drawing power from the batteries The UPS is drawing power from the batteries
- Actions -Action
Display Name: Event Priority: Display Name: Event Priority:
& 0:Info = & & Critical =
Log Message: g | Log Message:
1: Normal
S(EVENT) * 2 Warming | beverm) | Eventhame
i = gab: # 3: Minor Aun a job: Delay actions: ElEnimE
DEFALLT = | % % Major [oerauT = 0 seconds Site Name
¢ 5 Severe Hast Name
—Fiters % 6 Criticsl Filter Service Name
Match service group: Match service group: Group Name
ANY - ANY 4 User Name
User Comment
— Cancel  Command Info

Figure 35 Event Properties — New Event — Event Priorities

Event Properties Event Identifier: Choose the Event Identifier you want to customize or

to add to your event managed items. Open the Identifier drop-down list box and e. g.
select the event “upsOnBattery”. Default Event Priority is ,0: Info“.

The UNMS |l provides the following events, where most of these Events are not activated

by default :

Event

ATS Events (Automatic Transferswitch)

atsSourceBFailure

atsGeneralFault

atsRedundancyLost

atsOutputOverload

atsSourcesAsynchronous

atsStaticSwitchAFailure

atsStaticSwitchBFailure

atsOnStaticSwitchA

atsOnStaticSwitchB

atsOnManualBypassA

atsOnManualBypassB

atSourceAFailure

AUX Events (Auxiliary Contacts at AUX port)
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auxPortl

auxPort2

auxPort3

auxPort4

comPin01

comPin06

comPin08

BACS Events (Battery Events when using BACS)

bacsCommunicationLost

bacsVoltagelLow

bacsTemperatureHigh

bacsTemperatureLow

bacsResistorHigh

bacsResistorLow

bacsEqualizingError

bacsVoltageWarnHigh

bacsVoltageWarnLow

bacsTemperatureWarnHigh

bacsTemperatureWarnLow

bacsSystemFailure

bacsResistorWarnHigh

bacsResistorWarnLow

bacsStateCharging

bacsStateDischarging

bacs StateDischargingStopped

bacsStateFloatCharging

bacsVoltageFailure

bacsTemperatureFailure

bacsResistorFailure

bacsGeneralAlarm

bacsVoltageDiffHigh
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bacsBatteryBreakerOpen

bacsVoltageHigh

Device Events (Common Device Events)

devCommon

devWarning

devCritical

RAS Manager (Teleservice RASMANAGER Events)

rasOutConnecting

rasOutConnected

rasOutFailure

rasinConnected

rasOutAutoConnected

Redundanz Ereignisse

grpOnBattery

grpAutonomy20Min

grpAutonomy15Min

grpAutonomy10Min

grpAutonomy5Min

grpRedundancylost

grpRedundancyO5Pc

Sensor Events

sensorHighl

sensorHigh2

sensorHigh3

sensorHigh4

sensorHigh5

sensorHigh6

sensorHigh7

sensorHigh8

sensorLowl

sensorLow?2

34



sensorLow3

sensorLow4

sensorLow5

sensorLow6

sensorLow?

sensorLow8

SiteManager Events (Sitemanager multiple Alarms)

sman2Analoginput01

sman2Analoglnput02

sman2Analoglnput03

sman2Analoglnput04

sman2Analoglnput05

sman2Analoglnput06

sman2Analoglnput07

sman2Analoglnput08

sman2DigitalOuput01

sman2DigitalOuput02

sman2DigitalOuput03

sman2DigitalOuput04

sman2DigitalOuput05

sman2DigitalOuput06

sman2DigitalOuput07

sman2DigitalOuput08

sman2loMarker01

sman2loMarker02

sman2loMarker03

sman2loMarker04

sman2loMarker05

sman2loMarker06

sman2loMarker07

sman2loMarker08
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SiteMonitor Events (Sitemonitor Digital Alarms)

smon2Digitallnput01

smon2Digitalinput64

smon2loMarker01

smon2loMarker16

System Events (UNMS system alarms and
notifications)

nmsStarted

nmsStopped

nmsAckByUser

nmsCmdByUser

nmsErrStates

netConnectionlLost

netParseError

UPS Events (UPS alarms and events)

upsModelUnknown

upsBatteryBad

upsBypassBad

upsOutputOffAsRequested

upsOffAsRequested

upsChargerFailed

upsOutputOff

upsSystemOff

upsFanFailure

upsFuseFailure

upsGeneralFault

upsDiagnosticTestFailed

upsOnBattery

upsCommunicationLost

upsAwaitingPower

upsShutdownPending

upsShutdownlmminent
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upsTestinProgress

upsBatteryCharged

upsDieselOnLoad

upsDieselAvailable

upsEssentialBusBad

upsGenEssentialBusBreakerClosed

upsLowBattery

upsinputBreakerClosed

upsBypassBreakerClosed

upsEssentialBusBreakerClosed

upsDCDCConverterOn

upsManualBypassClosed

upsEssentialBusOverload

upsOutputBreakerClosed

upsSecondsOnBattery

upsEstimatedMinutesRemaining

upsDepletedBattery

upsTempBad

upsinputBad

upsOutputBad

upsOutputOverload

upsOnBypass

Event Properties Actions Display Name. Enter the name for this event in the Display
Name edit box. This Name will be displayed to identify your configured job in the UNMS I
logfilesEvent Properties Event Priority: Choose the event priority from the Event
Priority drop-down list for this new name and the corresponding event. This defines the
colour of the icon in the UNMS Il graphical screen.

Event Properties Log Message: You can customize the message that is printed in the
event log. Default is “8(EVENT)”, which is writing only the standard event name into the
logfile. You may add now more log entries by choosing these from the drop-down list (see

fig. 24).
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Event Properties Run a job: Choose the job to execute from the Run a job dropdown
list and add a desired delay (if the event is still present after this time the job will be
initiated) in seconds into Delay actions:. To create a new kind of job or change an
existing one, select <New...> or <Edit...> from the Run command dropdown list (see
chapter 7.9 Changing Job Properties).

Event Properties Filters/Match service group: Select a specific service group to match
this event. Select “ANY” to match all target services.

Some events like ,upsEstimatedMinutesRemaining* provide the functionality to define a
threshold (Evaluate condition). The actions will be executed if this threshold is reached.

New Event

[ Event
Identifier: State:

I/‘- upsEst\matedM\nutesRema\nj Il‘-} Event added j

An estimate of the time ko battery charge depletion under the
present load conditions if the wtility power is off and remains off,

[~ Ackions

Display Mame: Event Priority:

& 6 Critical =l
Log Message:
| $(EVENT) j
Run a job: Delay actions:
JoEFaLLT =N 0 seconds

Filters

Match service group: Evaluate condition:
| A jl alis <= x| I 5

|

Figure 36 Event Properties — New Event — Evaluate condition

In Figure 31 the Event Identifier is ,upsEstimatedMinutesRemaining“. Actions described
below (set color to “Critical”, log Message $(Event), run a job “Default”) and “ANY” Group
member will use these settings if the value ,upsEstimatedMinutesRemaining* is less than
5 (Minutes).

7.9 Changing Job Properties

You can change Job Properties within the Event Properties dialog. Choose the job name you
want to change from the Jobs list or click the Add button to add a new customized job.

38



-
Event Properties ‘ ﬂ

Event
Identifier: State:

A upsLowBattery @ Event added

The remaining battery run-time is low

Actions
Display Mame: Event Priority:

Low Battery % 6 Critical -
Log Message:

S(EVENT) o
Run & job: Delay actions:

DEFAULT A 0 seconds
NONE
|SYSTEM

<Edit.. >

AMY -

Figure 37 Event Properties — New Event — Run a Job — create or edit a new Job

Check the Write to log file box, if this event should be written to the UNMS Event Log file
(default is on).

Check the Show local Alarm box if this event should be displayed in the local Alarm Box of the
UNMS server.

To send an email when this Event occurs, click the “...” button behind the “Send Email” row and
enter the accordant email recipients.

E-Mail-Addresses B

List of recipients: OvE

operatori@somewhers.com
users@somewhers.com
upsservice@somewhere,com|

Mame:

[ Action: I

send E

Run RO

un Pri
OK Cancel

Figure 38 Email-Addresses — List of Recipients

Note: To enable Send Email, you must first configure the outgoing mail server in the Email
page under the Tools/UNMS Options menu.

Run RCCMD: This is a shutdown and messaging tool to remotely shutdown computers or send
messages. To run RCCMD, when an event occurs, click the “..." button on the left of the Run
RCCMD edit box. In the following dialog you can enter the RCCMD arguments for 1 IP address
or RCCMD hostname.
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IF address or host name:

192.168.222. 100
[ use 551
@ Send Shutdown command
() Send message

Message:

Figure 39 RCCMD Configuration

192,168,222, 100

[TJuse ssL

(@) Send message

IP address or host name:

() Send Shutdown command

ReemD confguration S e

Port:

6003

Message: | Shutdown due to battery low level 1|

If you want to send several RCCMD signals to several RCCMD clients, it is required, that
you edit an accordant amount of identical events and jobs.

e I
R,
Jab Editor =

B e g e
§-.A sman2DigitalOutputt
¥ A sman2DigitalQutputf

|0 Site Monitor
|0 System Events

A netConnectionLost
A nmshckByUser
A nmsStarted

A nmsStopped

[ UPS Events

Figure 40 RCCMD Configuration for several RCCMD Clients

Event —
Identifier: State:
% upsOnBatter & Event added ol
2 o SYSTEM Add
The UPS is drawing power from the batteries DEFAL";TI
Zoerfsl 2 Remove
Actions
Display Name: Event Priority:
Powerfail_3 =
S5 liicl Name: Powerfal_3
Log Message:
Q(EVENUQ Actions:
S
ﬂ [¥] write to logfile Show local Alarm box
[Exiirdss Delay actions: [ Send E-Mail to contract
Powerfal 3 | ] 0 seconds
Send E-Mail:
Filters J
Match service group: BT J
ANy -
RUNRCCMD:  Send SHUTDOWN to 192.168.20089 |
o ][ oo | R Frogram: H

- A upsCommunication:
A upsGeneralFault
A upsLowBattery
- A upsModelUnknown
{4 upsOnBattery
- Sy Powerfail
1.5 Power restored
0‘ Powerfail_2
* By Powerfail 3
- A upsOnBypass
A upsOutputOverload
A upsTempBad
A vineTectnDrnnrsce

As a result on your RCCMD clients a messagebox will appear (see below) or a shutdown will be
executed. For more details about RCCMD functionality, please use the RCCMD user manual.

UNMS Alarms

sman2Analoginputls
sman2loMarker02
sman2Digital0utputd?2
sman2Analoglnputls

sman2Analoginpul05

smanZAnaloglnput05

ﬁ‘.,m,zmn 15:20:02: SiteManager 11/v3:
:I-é,ll-l,Z[Hl] 16:20:02: SiteManager 11/v3:
16.04.2010 15:20:32: SiteManager 11/v3:
:Irlri.ll-l.Z[IH] 15:22:03: SiteManager 11/¥3:

16.04.2010 15:23:35: SiteManager 11/v3:

222.176:

222.176:

222.176:

222.176:

222.176:

W

About
Exit
ZI oK

Figure 41 UNMS Alarms Message Box

To run multiple RCCMD shutdowns or messages or to use broadcast, use the listbox or reopen
the RCCMD configuration to add more RCCMD clients.
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To run an external program when an event occurs, click the ‘..." button on the left of the
Run Program edit box. In the following dialog you can enter the program name and zero
or more program arguments.

External Program |

Program:

I notepad. exe

Arguments:

g
50050 ]

Initial Directory:
I :WUPSunmsII J

OK I Cancel |

Figure 42 External Program

Tutorial: How to add a different email address to an event
Before you start- UNMS 2 preparations to unlock the options for creating mail jobs.

This job can only be configured if the UNMS has been informed in advance of a mail
server over which the mail traffic is allowed to run. If the UNMS 2 mail option is not
configured accordingly, the configuration menu for this job is not accessible - they depend
on each other. Therefore, it is recommended to first have a look at the UNMS 2 mail
setting.

Note:

The UNMS 2 works with a temporary configuration and can simultaneously hold the data
changed from inside - therefore the system can run in the background with the current
configuration, however, to save your changes you must first save and then restart the
UNMS 2.

Due to this fact, the changes do not take effect until you save, exit, and restart. "Just
saving" will not activate the changes you make.

Configure / Check mail settings

File Edit View Help

| = | First, open the options menu for the mail
e settings: To find this menu in the upper

tab, click on tools and open the UNMS
Start Status R Redundancy configuration... OptiOﬂS

\(:) (2 Start Discover services...

UNMS Options...

da ® .

Web Console | Site |
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The configuration dialog will provide the main tab for mail settings:

UNMS Options
8 Users @ Logging [¥~| Report
g Editor & E-Mail

A Enable E-Mail Cliant

Quitgoing Server (SMTP) | i, A

EA use server Authentication
Account User Name |== -":5

Account Password | TRERREEREREY

SMTP port: | 23

] Use secure connection (TLS encryption)

o ]

£ =-Mail Traps

Sender E-Mail Address |.“ R

L et L

Send test E-Mail

X

Cancel

L A 2 R R

Choose the main tab “E-mail”
Enable / Disable basic mail functions
Enter the mail server

Enter the sending mail address
Toggle user authentication on/off
Enter a valid user name

Enter a valid account password

Choose the SMTP port and
test mail settings

Encryption method

Save settings / abort

After validating the mail server access data, click OK to apply the settings and close the

configuration dialog.

Note:

As a consequence of wrong credentials, the mail server will reject mails initiated by the
UNMS 2 - The UNMS 2, on the other hand, only requires the valid input of mail data in
order to unlock the job configuration menus. If it is not possible to send an email after
configuration work, you need to check both: The job configuration as well as the mail

configuration.

If everything is configurated correctly: Have you pressed save, stop and restart?
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Setting up a deviating mail address

The e-mail address will be configured as a job inside the so-called Event Explorer.
Depending on the setting, this Explorer can be found either as a side-scrolling menu in the
upper right area or as a fixed main tab in the lower right area of the Administrator Console:

Open Site  Open Event 4 | <> Open Site Explorer
Explorer Explorer ?’
¥ + m
3 site Explorer ] Event Explares GEMNEREX 3‘
s

100 *
With the explorer bar fixed in the lower To open, move the mouse & % Open Event Explorer

right corner, click on the corresponding over the corresponding
tab. symbol.

The Event-Explorer

The Event Explorer provides a general overview Event Explorer
about all iavallable events as well as pr(?conflgured & Exents and Jobs
standard jobs that are executed accordingly. () ATS Ereignisse

() AUX Ereignisse
4-_] BACS Ereignisse
-] E-Mail Traps
What this tutorial describes: (L) Gerate Ereignisse
{_] RAS Manager
{_] Redundanz Ereignisse
(] Sensor Ereignisse
[_] Sensor / Site Manager
The UPS events can be found in the appropriate [ Site Monitor

folder and subfolders, labeled as "UPS Events". +-) System Ereignisse
% UPS Events

In case of sub folders, they can be unfolded by
clicking on the small +.

If a UPS event is active, an e-mail should be sent
to a different e-mail address than the standard mail
notifications.

The task that was transferred to the technique department:

There have just been too many power outages lately that were causing problems. The
Board of the company, in its boundless wisdom, has therefore unanimously decided to
seek immediate information when this happens again.

The fastest way to do this is to use UNMS 2. The UNMS 2 provides functions to send such
an e-mail automatically.
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How to find the correct UPS Alarm

Press + to expand the UPS Event
folder and take a look at the list of
the existing UPS alarms:

Search for upsAlarmOnBattery and
click on +. You will find two events:

- Power Fail
- Power restored.

These two events are similar to the
corresponding operating states of
the UPS.

m--1 1 J}'}LCIII [} CIHIII}}C

=-/=3] UFS Events

|

(- upsAlarmCommunicationsLost
i upshlarmGeneralFault

A upsAlarmLowBattery

- upsAlarmModelUnknown

.
-4 upsAlarmOnBattery

-ﬁﬁ Power Fail

% Power Restored
A upsAlarmOnBypass

&4 upsAlarmOutputOverload
/‘ upsilarmTempBad
[ upshlarmTestinProgress

How to add a customized mail job

First open the context menu

of the Powerfail event by clicking with the right
mouse button. Select the menu item Properties.

L, W MR DU I
-4 upstlarmOnBatteny
Ty

W Pouver |

[ upsAlarm(
(- upsAlarmi
-4 upsAlarm
[
[
[E

Mew Event...

oAb upstlarm] o5 Delete

- A upstlarenT
T upslarrmT

By Properties

The Event Properties provide the configuration dialog to configure what will be done if this

event is active:

Event Properties (=]

Event
Identifier: State:

A upshlarmOnattery © Event added = ... describes the event and the current event
The LIPS is drawing povier From the batteries status
Actions

Display Mame: Event Priority:

Fowerfail & 6 Critcal - = .. name of the even and priority indicator
Log Message:

HEVENT) 0 =>» .. what can be seen as log entry

Run a jobs Delay actions:

[peraur =) 0 seconds = ... which job shall be executed?
Fiters

Match service group:

e e > Filter settings

Cancel = Save configuration / withdraw settings
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To customize the e-mail Run a job: Delay actions:
address, open the drop- DEFAULT ] 0 | seconds

MNOME
down menu at Run a Job SYSTEM
and select <edit ...>. DEFALLT

With edit, a new configuration dialog for the according job will be opened:

Job Editor

Jobs:! = Available Jobs
(fdd 3 Add ajob
= Remove a job

Nae: i =>» Name of the job
Actions:
[¥]write tologfle  [¥] Show lacal Alarm box = Additional Actions according to the jobs.
|| Send E-Mail o contract
Send E-Hall Edk... = Add email recipients
Send SMS: Ede... = Add Cell Phone /smart phone /handy contacts
Run RCCHD: Edk.. =>» Run an RCCMD job
Run Program: Ed... =» Start a local computer program or script

| canel | D Save configuration / withdraw settings

First add a new job. Do not forget to rename it — if you have many jobs and need to
change them, it may be difficult to find them.

lob Editor
Jobs:
SYSTEM Add
DEFAULT
Remove
Marme: Custom Mail Redpient
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Enable Send E-Mail to contract to activate the mail function for this job:

Actions:
Write to logfile Shaow local Alarm box

Send E-Mail to contract

With the next configuration step, UNMS 2 wants to know the mail addresses of the
recipients.

At Send E-Mail, click on edit to open the mail configuration dialog:

Actions:
Write to logfile Show local Alarm box

Send E-Mail to contract

Send E-Mail: | l Edit...I’\
Send SMs: |_ ear 1l | ¥

E-Mail-Addresses *
Run RCCMD:
Receiver (To): Carbon Copy (CC): Blind carbon copy (BCC):
RICIFRL s I: defaulti@daleks. com drwho@tardis. com kirk @enterprize.de
techniker @beispiel. de vorstand @beispiel.de
leiter @bahn.de

donner@wetter.de

Cancel

The UNMS 2 provides up to three different methods for sending e-mails:

1. Receiver — The classic mail receiver
2. Carbon Copy (CC) — The Receiver (to) will see that the UNMS send a copy to

another recipient.

3. Blind Carbon Copy (BCC) — This is a blind copy, which means, neither the
Receiver nor the Carbon Copy Receiver will see that the UNMS 2 will send a
copy to this mail recipient.
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Feel free to enter as many email addresses as you need. Click OK to save your mail
addresses. The UNMS 2 will add these mail addresses to the job configuration:

Send E-Mail: | default@daleks. com, techniker @beispie Edit... ||

Finally, make sure that your newly created job has been selected correctly - otherwise this
job has been created successfully, but the UNMS 2 will not handle the new job as
expected.

The UNMS 2 differs between jobs

i i ) Event Properties x
and events to provide re-using jobs
. . . Event
for different events. This will allow an Ieentfier: State:
administrator to optimize the number b psalermOnEatiery © Eventadded

jobs by selecting them at Run a job... Tha LFS g poner ftm th hidhtas

As a default setting, ,Run a Actions
Job“shows the default job — the new m:::l Foems —
custom mail job is configured and Log Messape: _
saved, but not yet selected for the | $HOSTIHGROUF)S(EVENT) L
event Powerfail. humajob: eion actone;

|DBT.0.U.T >l | 0 | seconds

To select the job, open the according C::EswrﬁT
drop-down menu and navigate to -

your new custom mail job.
o ][ conce

With clicking OK, the UNMS 2 will
save your settings.

47



For the sake of completeness...

Currently, all registered mail recipients would receive a warning, but no main power
restored message. therefore it is advisable to place the same mail job at the so-called
counter event.

Due to the fact the UNMS 2 separates all jobs and events, the job is selectable for the
according counter event.:

A upsAlarmCommunicationsLost
A upsilarmGeneralFault

S UPS e
4
3
g
4

Event Properties k4 A upsilarmboaBattery
A upsilarmbodelUnkncen
Event = upsilarmOnBattery
Identfier: State:
A upsalarmOnBattery = Eventremaved

The: LIPS is drawing power from the batteries

upsilarmOn8ypass
A upsilarmOutputOverload
A upsilarmTempBad
A upsilarmTestinProgress

Ao
!:q:la'f hama: i Evwend Pricwity:
| Prerae: Rressiored & 1 Normal o
!.WHW’ §
SEVET) L
Fun a job: Delay actiors:
Curstom Mad Recpient W 0| seconds
[Fiters

Match service group:
AN w

Do not forget to activate the configuration:

W | “ “ | to make your changes active the UNMS needs to take over the new
configuration files. To do this, just press save, stop and start
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7.9.1 Configure RCCMD Server Jobs

Using the Event Explorer tree, expand an events icon (file icon), that contains the alarm of
interest. Then Right-Click on any of the alarm icons (colored box icon) and use the

Properties context menu to open the Event Properties dialog.
Select “<Edit...>” under Run job to open the “Job Editor” dialog (see below)...

Now select a Job or create a ,[New job]* in the Event Properties for the desired Events

that should trigger the RCCMD command.

[~ Event Ewent
Identifier: State: Identifier: State:
[ 6 upsonbattery =l [= Evertadied =] [ # upstmeettery =l e eventadied =]

The UPS is drawing power from the batteries

The UPS is drawing power from the batteries

Delay actions:

~Actions r~Actions
Display Hame: Event Priority: Display Name: Event Priority:
IupsOnEattery’ I @ 6 Critical j IupsOnBattery @ 6; Critical j
Log Message: Log Message:
| $EVENT) d | $(EVENT) j

Delay actions:

= 0 seconds 0 seronds
~Filters ~Filters
Match service group: Match service group:
ANY - ANY -

Figure 43 Event Properties — Run a job

To configure a RCCMD command directly, click the ,....“ button behind Run RCCMD.

You can enter the accordant IP addresses/host names and the port. Furthermore, you can
enable SSL. The functions ,Send Shutdown command*” and ,Send message* are at hand.

Job Editor (o]
Jobs:
DEFALLT
Remove
Name: DEFALLT
Actions:
Write to logfile Show local Alarm box
[] s5end E-Mail to contract
Send E-Mail: -
Send SMS: -
Run RCCMD: @
Run Program: J

=

(") Send message

Message:

RCCMD configuration
IP address{es) or host name(s): Port:
192.168.200.1 - 5003|
192.168.200.2
192.168.200.3
192.168.200.4 [usesst

(@) Send Shutdown command

Figure 44 Job Editor - Run RCCMD — RCCMD configuration
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8. Customizing UNMS

o Note: The Site Maps function is not available in all editions. In addition Site Maps views are not live
views ! You have to save and restart the UNMS to see the changes in the UNMS webserver !

8.1 Working with Site Maps

Locate the View Selection on the top of the console. Select the second tab marked Site Maps.
The displayed editor screen shows the background and the layout of all site icons as they will be
displayed later in a Web Console.

i UNMS Admiinistrator - [Site Maps] = B
| Fle Edt view Took Help
|H [ E8| a5 xF (M2

o concolr [EFEEE 1

Europe

&
- Hamburg

] Generex Headuarter
-5 Generex Warchouse
B o
] cpcrmnsoc
[ w7oa
] steronsot

1 Steswicht
1 online -uD
1 LED Dislay
[ skemanager 1jva
) Sitevonitor 1

6 Restaurant TaTan
&8 Towonto

] BaCS in Canads ot CaNUS

o8

Toronto
-
servies | “Pesdes [@eeneoon |
s srated Fioo %

Figure 45 Site Maps — Europe Card

No. Name Description

Editor Tab Click on the Site Maps tab to switch to the editor mode.

View Selection | Click the Sites button to switch to the main screen.

Click the Services button to switch to the services list.

OJ{ONO)]

Screen Here you can layout the site icons by drag-and drop operations, add new sites and change
Designer existing site properties.

. Left-click on any object icon to select that object.

. Use the Delete key to remove the selected object.

. Right-click on a site icon to see the available context menus.

. Double-click on a site icon to switch to the service list view mode.

For how to set Site Maps properties, see Setting Editor Options.
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8.2 Sub-Screen Editing

The UNMS |l provides to create several sub-menus, e. g. a screen as main page and several
other screens as sub-screens. Please do the following to edit such sub-screens.To build a sub-
screen use the “Edit menu” and click “New Site...”.

Enter the name into the “Site name” box.

Check the box Background image file. In this example the “Europe.png” file was
selected with the “Browse...” button, which is integrated in the UNMS II.
Newsite k|

General |

"Hi UNMS Administrator - [Site Maps]

Site name:

JFiIe Edt Wiew Tools Help

I europe

J Bl | *# Newtem.. Al |
Site icon coordinates
Left {x): Top (¥
[ Service. .. 68 I 163
Mew Event, . ¥ Background image file
> Delete e

I EUrOpe, pnd Browse. .. I

M Find... Chrl4+-F EBiackground images are only possible when the site
conkains no services|

Line up Icons

Properties...  &l-+Enter LI ml

Figure 46 Site Maps — New Site — Background image file

Build a new site on the sub-screen eg. “europe” with the function “New Site...”. In this example
the sub-screen “Hamburg” is following. A graphic file type PNG with the desired background has
to be copied into the directory C:\UPS\unmsl\www\image\. The size of the PNG file depends
on the resolution of your display. To have a perfect screen you may resize you pictures.

On the sub-screen “Generex Headquarter” the sub-screens “HW121, HW131, BACS” were built.

Behind this sub-screens determine services. In this section you can build the objects (e.
g. UPS) via the Site Explorer with the “New Service” function.

B8 | «a|”XE (M2

Wb Console | st s |

Home  LogFile Signout | Hel | Abo ¢
(©® Generex Headquarter

Lol - T d—

8 Genersl | &) 1o |

Sike nanne
& [ Hamiburg
4

Hamburg Site icon coordnates
Left (x): Top (v
re Bz

¥ Backaround image fle ————————————
hhmaps2.png Braise, s

Background images are only possible when the ste
contains no services!

Abbrochen

N Y=

Figure 47 Site Properties — New Site — Web Console View



The status of the services will be displayed via the icons on every sub-screen. The colours of the
status will be combined displayed on the overlaying sections, so that an ANY alarm in the screen
of “HW131” will be displayed on the section “europe” with a red LED.

Save your settings and restart the UNMS |1.

« guim3 e 9 SIS
B8 Alarm 15.09.2011 1358 CS121 HW131 : THETYS EVO

Home Redundancy LogFile L GENEREX
©® CS121 HW131 .

Status  Service
4000 Std. Panel 10/120kVA
APOSTAR AR 1/6

IP Address Atarm

i

[SUTTT APOTRANS 1
LT AR06OT-5

2228 Amas sa protocol

[P580 ceer 131 Bravo STANDARD 192 168 22117 Normal

Figure 48 Web-Browser — LogFile

o Advice: It is required to create all Sites at first and to select the desired background pictures. As far
as a Service is defined, it is not possible to change the background anymore!

9. UNMS Options
Note that the Site and following page are not available in all Editions.
usms ptions =]

B Editor |E Emalll [+ Usersl @ Logging | bl systeml

Map background image File:

Brawise. .
Map sice icon stripe:
[Default icon stripe set |

- .

{1 UNMS Administrator - [Web Console]
| Bl Edt view [ Toos el o 1
J w ‘ s ‘ | - ‘ Start UMMS, I™ Hide the site icon labels in the Map Editor

$ stop UM,

Web Console | site

Hint:
ek carfiguration il=ariy, (ggen;;:gggg oo )

SHIFT+H{LEFTRIGHT|LP|DOWH].

Redundancy configuration...

Home Redund

(€)® Home

Discover services. .,

Figure 49 UNMS Options

9.1 UNMS Options - Editor

In the UNMS Options you may change backgrounds, configure Email, setup login and
passwords, configure Logging options and setup UNMS System settings

Use the Browse... button to locate a background image for the Web Console main screen.
Note that the image must be in the UNMS image directory. Not in all Editions: Choose the stripe
set for the site icons in the Web Console from the Map site icon stripe drop-down list.

Select the Hide the site icon labels box to hide the icon text labels in the Map Editor view.
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Press the OK button to save your changes.

9.2 UNMS Options - Email

To send out Emails from the UNMS you have to setup an email account and configure it in the

Email menue:

Click the Enable Email Client box to activate the Email Client for the UNMS.

Set the Outgoing Server (SMTP) to the IP address of your Email server.

Set the Sender Email Address to an Email address that is valid at the server above.

Click the Use Authentication box if the server from above requires user authentication.

Enter the authentication user name and related password in the appropriated edit boxes.

Enable the feature Use secure connection (TLS encryption), if you want to use email
encryption and adjust the SMTP port accordingly, if necessary.

JNMS Option

£ Users |

3 Logging | <@ System

4 Editor

| =1 E-Mail

SMTP port: 25

Enable E-Mail Client

Qutgoing Server (SMTP) mail.generex.de
Sender E-Mail Address  erik@generex.de
Use Server Authentication

Account User Name  erik

Account Password esssees

[ Use secure connection (TLS encryption)

Figure 50 UNMS Options - Email

9.3 UNMS Options — Email Traps

The Email Trap feature provides the transfer of the device data via POP protocol to the
UNMS Il service. You can configure the connection type, like the other ones (UPSTCP,
SNMP, RAS), into the AdminConsole. This function is available into the Data
Center/TeleService Edition (optional software extension for the UNMS 1) only.

This agent can assimilate incoming data (incoming email traffic) only in contrast to the
other agents, but might be the optimal fitting for relevant o security customers and remote

monitoring.

For the usage of the Email Traps are the following conditions required:
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. Email box/user is an email account for all devices, which will be monitored via
Email Trap

. Email transfer protocol: POP
. Email data type: JSON data as attachment must be accredited

. Configuration mail server: Global email configuration must be equipped (see
chapter 9.2)

. Configuration email client: As connection type per device into the UNMS II.
The settings will be described as follows:

E Users | @ Logging | @ System I

4 Editor I =] E-Mail =1 E-Mail Traps (experimental)

UNMS E-Mail Trap account is managed exclusivly by
the UNMS and is NOT available for ather E-Mail
clients.

Account setkings

Incoming Server (POP3) mail.generex. de

Account User Mamme: mailtrap

Account Password: erereeereererene|

Advanced settings... Check settings |

Figure 52 UNMS Options — Email Traps — Account settings

Enter the accordant incoming server (POP3), the user name and the password. Click the
“Advanced settings...” button for further settings, which are required for your mail server.

E-Mail Traps - Advanced Settings
r— Configuration
Poll interval: I g minukes
POPS part: 110
[~ Security

¥ Use secure conneckion (TLS)
¥ accept expived certificates

V' accept self signed certificates

474 I Caneel

Figure 53 UNMS Options — Email Traps — Advanced Settings
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Click the “Check settings” button to check the connection to your mail server. You should
get the message “Connection to POP3 server successful” after a couple of seconds.

Now add some devices, which should be monitored via Email Trap:

Service Properties

% General | B contract I @ Info I ﬁ advanced I

Site name:
I Zone? Q01 EmailTraps

v Service
Marne: Group:
| qo1 | STANDARD |

Connection kype:

IE-MaiI Traps {experimental) j

RAsSManager compatible
SMMP: APC smart network
SMMP: EATON/PowervwareHP
SMMP: GE GEDE CP4)IMY Card
SHMP: Liebert OC Webcard
SHMP: Masterguard/Oneac
SMMP: MGE Mini

SMMP: Riellofaros METMAR j

SHMP: SOCOMEC Netvison e |

SMMP: UPS -RFC 1625 compliant

Figure 54 UNMS Options — Email Traps — Service Properties

Select the connection type “E-Mail Traps” and enter the accordant MAC address of the
CS121/CS141.

Caution: If you choose SNMP, be sure your device utilizes SNMPv2. SNMPv3 is NOT
supported.

% General | B Contract | @ InFDI ﬁ Advancedl
Site: name:

I Zone7 Q01 EmailTraps

v Setvice
Marne: Group:
Jam STANDARD v |

Connection bype:

MAC-address of device:
00-03-05-15§-00-55

cncet_|

Figure 55 UNMS Options — Email Traps — Service Properties — MAC address

The interval of the “UNMS Il Heartbeat” will be defined at the CS121/CS141. The “UNMS
Il Heartbeat” is a regularly sent email, which transfers the status of the device. If the email
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will not be received, the UNMS Il will trigger a warning. If no alarms will occur, the UNMS
Il heartbeat email will send the latest measuring values regularly.

Every grafical UPS/device screen contains a timestamp, which displays the last incoming
Email Trap or UNMS Il Heartbeat.

{- 3 gl
P Akwm: 0501 2012 1340 OS2 HWI13] - APOSTAR AR 1%

dome Redundancy LogFibs
&)+ mail trap tests: Mail Trap Agent 246

Siates

() (O o success OutaChan LagFie

Lait wpctite 2212201 123730

Figure 56 UNMS Options — Email Traps — Screen with timestamp

Every alarm triggers beside the regular UNMS |l Heartbeat a further one, which will be
sent immediately. This means, that the display is always up to date at alarm states, but will
be updated in normal operation just in higher intervals (see timestamp). Advice: A direct

connection via web-browser, like at networks, is not possible, this button 4 is not at
present into this display. If you want to log the measuring values, it is required to enable
the datalog function into the UNMS Il (see chapter 7.6).

9.4 UNMS Options — Users

With user management you can restrict and audit user capabilities and actions. There are three
predefined users: admin, operator and guest. The predefined passwords are equal to the user
name, for example ‘admin’ for the admin user.

To disable access control, click the Anonymous Access box (not recommended). Click the
New button to add a new user account. Click the Properties button to change an existing user
account. Click the Delete button to delete an existing user account (Note that the predefined user
admin can not be deleted).
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[ User
[] Anonymous Access N 7
No user name or password is required to access UNMS LEZIOENR cL )
resources.
Description: System Administrator
Authenticated Access
[ Automatic LogofFafter | minutes, Email address:
User Group Role Descriptior|
Group
admin Adminis. Administrator System Ad| Memb i
operator  Operat... Operator Operator ¥ IEET=7 i |
guest Users User Gast Konte|
¥ SetPassword ———————————————————
Mew Password: [ ssssssss
E | F—— D Confirm passiord:[ ssssasenas]
Add. ove Properties...
[ o] [[apbreen | oK Cancel

Figure 57 UNMS Options — Users — User Properties

Note on groups: The users group defines the access level as follows:
e  Administrators: Full access to all UNMS capabilities.
e  Operators: Full access from Web-Console, but no access to Administrator Console.
e  Users: Read-only access from Web Console

In UNMS Options -> Users you may set an automatic Logout. After that time the user has
to reenter the password. Please be aware that the operation will only work correctly with a

web browser. In the administration console you may configure still devices and events
after logout.

9.4.1 UNMS Options — Secure Settings

o Advice: The Secure settings function and the following menu are available with the TeleService
Modul only.

The Administrator can control or rather allocate the access authorization of the Sites to
groups via Secure settings. The sub sites inherit the authorization of the Site
automatically. You can see in the following example, that a group ,Hamburg“ was created,
which should be authorized for the group members Hamburg and Administrators.
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Figure 58 UNMS Options — Users — Secure Settings

Thereby it is secured, that the group Hamburg (and Administrators) get access to the Site
Hamburg and its sub-sites “Nord” and “Siid” only. The other Sites BACS, CS121/CS141,
Email Traps, Facility Management and Foreign Devices, as you can see in the above
example, are not apparent for the group Hamburg.

UNMS Web Console

F—

stn Resunean: Logastel

4 UNMS Web Cansole

Anmeiden
o 6 APFTKLG VEWEnEn

Kerenwort asne -
]

Anmeiden Abarochan Hamburg

Figure 59 UNMS Web Console — Login Group Hamburg — Start Screen
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9.5 UNMS Options — Logging

Under Event log file schedule you can save log files for different periods of time. They can
contain Event logs for a day, a week, a month or a specific amount of memory. If you want to
save several days, weeks etc. you have to change the Number of old logs to keep accordingly.

ues options x|

& Edtor | 3 £wail | £ Users @ Logang | < systen |

~Event lag file schedul
" Daly

 Weekly

 Monthly

(% ijhen fiis sizs reachss

Humber of oid logs to kesp:

~Data log file schedule

© Daily

" Weekdy

" Monkhly

& \When file size reaches:

Humber of oid logs to kesp:

Figure 60 UNMS Options — Logging

Under Data log file schedule you can save log files for different periods of time. They can
contain Data logs for a day, a week, a month or a specific amount of memory. If you want to

save several days, weeks etc. you have to change the Nu
accordingly.

9.6 UNMS Options — System

On the System page it is possible to modify the TCP port, the refre
service lost delay by clicking the box.

e Editorl = Ema\ll [ 44 Usersl 3 Loaging S System |

For Following adwanced settings it is strongly
recommended to use the provided system defaulks.

adfy weh server TCP port! —‘
Mew web server pott I a0

Madify web client refresh rate
Iew refresh rate [sec] Izg

Madify service check interwal

Tew check interval [sec] I 10

IModify service lost delay —‘
I o

Click the "Modify" check box to modify configuration

Mewy lost delay [sec]

mber of old logs to keep

sh rate, check interval and the

|

Figure 61 UNMS Options — System
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10. Configuration Backup and Restore/Software Update

To allow UNMS updates and for not to loose your configurations we strongly recommend
to save a UNMS backup file whenever you make changes. With this backup file you may at
anytime remove and reinstall or update your UNMS software and load the configuration
later afterwards again.

In the “UNMS Administrator” Program open the “File” menu and choose the “Backup...”
item to open the “Backup files” Dialog.

In the field for “Backup to” enter a Name for your Backup (In this example we used
“newBackup”).

Click the <Backup> button to save a backup of the configuration under this name.

Backup files x

—Existing Backups
CAURPS\unmsTTibackup

Delete |
w2-100409-0001

T UNMS Administrato
J File Edit  ‘Wiew Te

J 5 [

UNMS Administrator
i Restore, .. Backup to: (] new backup )
Configuration successfully copied ko "new backup”
| Exit Backup I Cancel | e

Figure 62 UNMS Backup — Backup files

In the “UNMS Administrator” Program open the “File” menu and choose the “Restore...”
item to open the “Restore files” Dialog.

Select the name of the Backup that you to restore from the list of available Backups (In this
example we used “new Backup”). Click the <Restore> button to restore the selected
backup of the configuration.

The following message request your confirmation to use the backup as the current
configuration. Click the <Yes> button to restore the configuration from above.

Please note that you must restart the UNMS before this configuration changes (the
backup) take place.
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Restore files E

—Existing Backups
F:'l,UPS'l,unmsII'l,backup
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't UNMS Administrato

J W Save ChH+S

Backup...
b Restore From: I new backup UNMS Administrator
Are you sure to replace the current configuration Files?
I Restore I Cancel |
Exi [ ]

Figure 63 UNMS Restore — Restore files

If you want to update the UNMS |l version, it is required to deinstall the old version, install the
current UNMS |l version and to use the ,,Restore* function for the usage of the desired
configuration.

11. UNMS Redundancy Configuration

The UNMS redundancy configuration is an optional feature of the UNMS and requires and
additional license upgrade. If you do not use the Redundancy UNMS Version, you may skip this
chapter and continue with the following Chapter 12. UNMS redundany is useful if you should
have devices/sites which are working in a redundant mode, eg. a 2 UPS which are having their
own SNMP or CS121/CS141/BACS manager, but working in parallel and redundant. If one of
these 2 UPS would stop working, running on battery, etc. (any EVENT is possible) you may not
want to execute shutdowns or major alarms. In such a situation it may be useful to define that
only minor alarms / jobs are started if the other UPS is still running fine. For such a configuration
you may use the Redundancy configuration described in the following chapter.

Open the Redundancy configuration via “Tools” into the Administrator Console. The configured
services/devices in your UNMS will appear in a list box.

[Redundancy configuration

Available services: Services selected For the Redundancy Grup:

5 [ Servies [ Site [ Service I

Zonea @) servees - | G B 20

Zonet B servicet B rwaan @ 205
Zones @) Services 22
Zones B Services,
Zone? B Service? B
Zone? & Services
<<
Zoned B Servicen =<

"Tii UNMS Administrator - [Web Console]
| e Edt vew | Took Hep
J-\;g‘..!smuws.

Configure redundar: services,.

Web Console | sicc L S

Check canfiauration ftearty . Recundancy level: [1 ¥
Home Redund
€ ® Redur U5 option Cancel

Figure 64 UNMS Redundancy Configuration

Mark a service and click the ,Configure service...“ button to get into the Service redundancy
configuration.
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Choose now the Services in your configuration where you have a parallel redundancy situation
and move these to the windows “Services selected for the Redundancy Group” and choose
the redundancy level.

Click on “Configure redundant service” to configure the Events on these devices that may
have an effect on the system they are backing up. Typical risks are overload situations on a
single Service which would not be seen as long as the system runs in parallel and the load is
distributed between the other UPS in the group. But if one or more Redundancy Group members
should fail, than it could be possible than ALL the load has to be burdened by the remaining UPS
— which could be too much. To avoid this situation you may want to configure an “redundancy
lost alarm” in case the load in the group would exceed that amount a single device could supply.

For this setup you have to define the redundancy level of this Redundancy Group.

In the following we describe as an example the configuration for a setup of 2 UPS which are in
parallel and redundant. In case one of the 2 UPS load increases more than 50% and overload
condition could make also the second UPS fail. To avoid this situation is may be important to
watch the load on both UPS and trigger an alarm if the load should increase on one of the 2 of
more then 50%.

Since there are just 2 UPS in the Redundancy Group, the redundancy level can be only “1”.
One of the 2 UPS may fail and the remaining one is capable to supply the load. (“0” would mean
“no redundancy” — this would be identical as if you configure a single Service, no redundancy at
all).

By choosing 2 UPS as the Redundancy Group the redundancy lost alarm threshold is
automatically set to 50% on each. If you choose 3, the UNMS automatically lowers the level to
33.33% of the redundancy level is 1. At a higher redundancy level the load level would
automatically increase. So, the automatic alarm threshold load parameter is set be the UNMS
through the number of Services in the Redundancy Group and the redundancy level.

All events will appear into the left section as Available events, which have been previously
configured into the Event Explorer or are default. Alike the example with individual Service LOAD
you may configure other Events. Enter the true power of the UPS into ,,Nominal Ouput Power
(in kVA) “ Therefore, the UNMS Il is able to calculate by itself, if a shutdown is really required, in
case the load is increasing. The more parallel redundant systems you define, the more the load
value for a single device will decrease. E.g. if you have 3 UPS in parallel redundancy, than the
load per single UPS would be 33.33%, etc.

Redundant service configuration
[New Event
Avalable everts: Events selected to trigger redundancy lost:

e 1 T 1| gentrier State:

&
b >

;::ZZE:::& | [Aussorpasy | % orporattery =] [@ cventadaes x|

| Aprims AckByUser 2 oEChER = From the batteries

% fonlos 4 arpAtanomy20Mi,

own < || A arpAdtanamy15Min

| AupsLowBattery |

A upsTenpead << % arpitonomy0siin R

Aupsutputoverioad 4 v et Priorty:

| AupsOnBypass 4 [¢ oi1nfa |

| AupsGeneralFault —

| upsCommunicationsLost

| AbupsTestinProgress [stevenm 5|
FRun & job: Delay actions:
pEFAULT ~ 0 seconds

roup:

Match service o
Horinal output poner | 500 ke
[ <
Concl ]

Figure 65 UNMS Redundancy Configuration — Redundant Service Configuration
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In the EVENTS you will find now new events, the Redundancy Events. The following special
Redundancy Events events are available:

e  grpOnBattery — The redundancy is lost, both UPSs are actually running on battery.

e grpAutonomy20Min — The redundancy is lost. The UPS in the redundancy Group
with the lowest autonomy time is the one that determines if this event is TRUE. If
during a battery operation any of redundancy Group members are reading an
autonomy time of less than 20 minutes, the defined job will be executed.

e grpRedundancyLost — The redundancy is lost. This is a warning and should tell you
that actually the load of the redundant system is too high for the configured
redundancy level. If in this situation one of the group members would fail, the
remaining Services could be in an overload situation. This event is designed to warn
the user of such a situation.

e grpRedundancy05Pc — The redundancy is lost. This job will be executed, if the
overall load is more than 95% on every single phase. Only 5% load reserve is
avaiblabe now. This is an option for a a « Pre-Warning » of the above described
« grpRedundancyLost » event.

"fi UNMS Administrator - [Web Console]

File Edit Yiew Tools Help
CFIE I

Web Console | Site baps |

Home Redundancy LogFile Sign out | Help | About

(© ® Redundancy

Load Overview

Phase 1 Phase 2 Phase 3
Total power: A00 kA
MNumber of UPS: 2
Redundant UPS: 1
Redundant power. 250 KA,
Current load: 0 kA
Reserve power: 250 kWA
Reserve power Phaze 1: 37 kWA
Reserve power Phase 2: 27 kWA
Reserve power Phase 3: 19 kWA

46 kWA 57 kWA 64 kWA

Figure 66 UNMS Redundancy Screen of 2 UPS, showing the reserve power on each
phase.
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11.1 Example Shutdown of a computer with redundancy

A powerfail, which will trigger a RCCMD shutdown signal to a remote client in
a redundant group consisting of two UPS, will be desribed in the following
example. This shutdown will only be sent, when both UPS are in battery mode.
After both device are registered and configured in the redundancy
configuration (see chapter 11), a new event has to be made in the folder
,Redundancy Events. Choose ,grpAlarmOnBattery’, a display-name, a high

Event Explorer

Events and Jobs

{2 ATS Events

{21 AUX Events

{22 BACS Events

122 Device Events

(2 E-Mail Traps

3 RAS Manager

=11 Redundancy Events
-4 grpAlamOnBattery

event priority and if required a delay for the event. Now create a RCCMD L =
job, by choosing <Edit...> in the drop-down menu ,Run a job‘, here S
choose a name for the job and set the the IP address of the receiver for e e
the RCCMD shutdown.
Job Editor &3\ £vent Properties 2
Jobs: Event
SYSTEM Add Identifier: State:
-?5::;;? A orpAlarmOnBattery & Event added
The Redundancy is lost: The remaining UPS are drawing power
from the batteries
RCCMD SHUTDOWN GROUP Actions
R Display Mame: Event Priority:
Actions: RCCMD Shutdown Gruppe
[¥] write to logfile [¥] 5how local Alarm box Lo
D " | Log Message:
Send E-Mail to contract SEVENT) j
Send E-4Mail: J Run a job: Delay actions:
<Edit... > hd Q k
Send SMS: J [ : ] seconas
RunRCCMD: | Fend SHUTDOWN to 192.168.200.115 - Filters
Match service group:
Run Program: J ANY -

\

Figure 67 UNMS Redundanz- Job fir RCCMD Shutdown in der Gruppe
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12. UNMS SMS Configuration with GSM Modem

The UNMS version 2.1.13 provides the option to configure a SMS job. Open the Event
Properties of a desired Event. Click the “Edit” (1.) button.

Event Properties [ =
Event
Identifier: State:
A bacsGeneralAlarm ~| | & Eventadded

A general faultin the BACS has been detected

Actions
Display Name: Event Priority:
BACS general alarm
Log Message:
$(EVENT) o
Run a job: Delay actions:
1. [<Edm.. > vl 0 seconds

Filters
Match service group:
ANY v

Lo J[ oo ]

Figure 68 UNMS Event Properties — Send SMS

Click the “Add” button, enter a desired name for this job, e.g. “Send SMS” and click the 2.
button.

Job Editor =
Jobs:

SYSTEM ) Add
DEFALLT |
e

MName: Send SMS

Actions:
[¥] write to logfile [¥] Show local Alarm box
[ send E-Mail to contract

Send E-Mail: =
Send SMS: 2.4
Run RCCMD: J
Run Program: -
ok J[ concel ]

Figure 69 UNMS Event Properties — Send SMS Job
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Enter the accordant COM port, where the GSM modem is connected and enter the baud
rate. Enter the receiver telephone number (up to 7) into the “Phone numbers:” field.

s g T

(@ Connect via serial port I
Paort: CoM1 -

Baud: 9600 -

() Connect via TCP/IP

Hostname:

Port: 0

Phone

numbers:

[ OK l ’ Cancel

Figure 70 UNMS Event Properties — SMS Configuration

13. UNMS Configuration of RASMANAGER

Development and support of the RASMANAGER were completely discontinued. Due
to this fact this chapter describes functions that affect older versions of the
program. Please note, the RASMANAGER is not compatible to Windows VISTA and
subsequent operating systems.

The UNMS RASMANAGER configuration is for the use of RASMAN_A - analogue
Modem Dial-in/Dial-Out and requires a « Teleservice » license. If you do not use the
RASMAN_A , you may skip this chapter and continue with the following Chapter 13.

To work with RASMANAGER you have to purchase the « UNMS TELESERVICE
MODULE » as license upgrade for your existing UNMS license. Please note, that any
UNMS optional module is only working with commercial versions of the UNMS, not with
any free UNMS license.

To integrate RASMANAGER devices in the UNMS monitoring, you have to setup the
RASMANAGER first. How to setup a RASMANAGER is described in the CS121/CS141
user manual, following an abstract of this manual.

You may skip this chapter, if your RASMANGER has been already installed.

The configuration of RASMANAGER / UNMS is found in the menu under
« Configuration ».
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Events / Alarms
Save Configuration m
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Figure 71 UNMS RAS Configuration

Please note, that this function requires a RASMANAGER license key which is optional for
CS121/CS141 and BACS systems (only included per default in a RASMANAGER).

Configure/Select the accordant UPS model in your RASMANGER and define the
parameter of the LAN interface for the connection at the customers network.

The usage of the LAN interface is optional and is not required for the modem connection.
If no customers network is present, you can accomplish the following settings from a
notebook via cross-cable. Assign the IP address 10.10.10.11 for your notebook.

For setting up a CS121/CS141 or BACS system, please refer to the user manual of
these devices. We describe here only the RASMANAGER related parts.

For the configuration of the connection settings of the modem operation, please get into
the ,RAS Configuration“ menu.

13.1 RAS Client Settings

RAS Manager Settings

Modem: RAS Manager analog = Modgm First Time Init: A TAFADDEQ 33302451 2n 1 (S 000EWD
FAS Manager Phorse Number: Modam Init String: AT
Usernarmse: UPE1
300 Password: mearren
040226020199 Confirms Passwor® = | |esssses
5 Inactivity Timeout [sec): I
152 188 541
Usernars: UFSLiser
Password: wsasses
Conllem [ronesee
[/ '
/
/ I/ /
1 2 3 4 5

Figure 72 RAS Manager Settings 1
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At first enable the ,RAS Client* (1). The client is the module, which will establish the
connection to the UNMS Il workstation.

Enter the number of the modem (2) of the UNMS Il with Teleservice Module. Please note,
that in some telephone system a prefix number (e.g. 0) is may be required to get an
outside line.

Enter the IP address of the RAS server for incoming calls from the UNMS. This IP adress
will be active the moment a UNMS dials into the RASMANGER. It will be a different IP
adress than the one this device would have if running in your LAN. This IP adress has to
accessible from the UNMS via MODEM and therefore has to be configured also on the
UNMS side as ,Destination Address” (3). This address will be defined later into the UNMS
Teleservice Module and should be set to ALL RASManagers monitored by this UNMS.

It is required to set a ,Username“ (4), which has to be different for every single
RASManger (e.g. UPS1, UPS2 etc.). The Password (5) may be identical, but the
username MUST be different and later configured in the UNMS Teleservice Module.

Modem: RAS Manager analeg = WMadem First Time Init ATAFADOEHIZI0n 243129 10509050
RAS: Marsager Phiorss Number: Mischarss Wt Stringe: AT
BAS Chent Settings
Actas Chent: F Username: UFET
PRP Oporation Timeocet {sec): 300 Passwor®  [eseseer
Bumber o Duak: 040226020109 Confirm Password  Jessssss
Bumber of Connection Atempts: |5 Inactty Timeout (seck: 60
Bestnation Address: 182 168 54.1
BAS Server Setlings
et serve userme
Enatée Caliback: Password:
Server IP Address: Confirm password:
lll.,.-"
!
1 2 3 4

Figure 73 RAS Manager Settings 2

Enable the ,RAS Server* (1). The server receives incoming calls from the UNMS II
workstation. If you do not want to allow that UNMS dials in (only dial out for alarms), you
may deactivate the server. In this case the RAS server will trigger alarms to the UNMS I
workstation only, but UNMS can not dial back to check the actual situation.

It is required to enter a ,Server IP Address*” (2) at the different RASManagers to be able to
differentiate the connections (e.g. UPS1 =192.168.10.11, UPS2 = 192.168.10.12 etc.).

You can use the same ,Password” (4) for all RASManagers.
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To finish the RAS configuration successful, it is required to set the ,COM2 Mode"* to ,RAS*
into the ,COM2 & AUX" menu. You can use the default values for the baud rate and the
parity.

COM2 Mode: [Ras =l

COM2 Baud Rate: |384DD vl
COM2 Parity: INUI"IE! vl

Figure 74 COM2 Settings — RAS

13.2 Configuration of the Events for Modem “Dial-Out”

The operator can define via ,Event Configuration®, for which alarm a message should be
triggered to the UNMS Il workstation.

To trigger a UNMS dialout message at an overload, it is required to select the function
~Send RAS Notification“ (1) into the event ,Overload®.

Job Editor

ot Whert " immediately, once
Message: [ |[oeam ] C sersoueainll | secends
ey [0 SOConds

& amar 20 SeLangs

© et |3 abtonds & fepest wvant condion is stll rue afier the
St S onds!

a2 SHCONES 0N baliery

- [ $eC0nds remaining bme

[eosn] _cancet |

Figure 75 Job Editor

You can enter any text into the window ,Message“ (2). In this example this text will be
transferred to the UNMS only if the event « Overload » is active for more than 60 seconds.

To finish the configuration of the RASManager, it is required to save your settings via the
menu ,Save Configuration®, ,Save, Exit & Reboot". After the RASManager has rebooted
(status LED is flashing green), put the DIP-Switch into the position ,On" to integrate it now
into your network and to leave the configuration mode and reboot it again. (Unplug the
power supply for about 3 seconds. ) After the RASMANAGER has rebooted you see a
green flashing LED and you can continue now to configure your UNMS TELESERVICE
settings.
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13.3 Configuration of the UNMS Il Workstation for incoming Dial
Connections (Windows XP, SP2)

11l The support for Windows XP was dropped since UNMS Il version 2.0.12 !!!

If your UNMS runs on a Windows XP, some settings have to be made on the XP system
to make RAS service available.

The Windows internal RAS server is used for the receiving of incoming connections of
UPS. Get into the network connection via the control panel and click the ,Create New
Connection® button.

Welcome to the New Connection
Wizard

This wizmid helos pous
* Connect 1o the kntsinet.

+ Connect bo 2 pavals rework, sch as yo weekplace
proery

Ta conline, cick Hed.

-
Figure 76 Connection Wizard

Click the ,Next“ button and select the ,Set up an advanced connection” option.

New Connection Wizard
Metwork Connection Type
‘w'hat do vou want ta do?

" Connect to the Internet
Connect o the Intemet so you can browse the 'Web and read email

" Connect to the network at my workplace
Connect to a business network [using dial-up or YPM) so you can work from home,
4 field office, or anather location.

(¢ Set up an advanced connection

Connect directly to anather computer using vour serial, parallel. or infrared port, or
set up this computer so that other computers can connect to it

< Back I Hext > I Cancel

Figure 77 Connection Wizard — New Connection Type

Select the ,Accept incoming connections®.
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New Connection Wizard

Advanced Connection Oplions
Which type of connection do you want to set up?

Select the connection type you want;

{* Accept incoming connections

Allaw other computers to connect to this computer through the Intemet, a phone

ling, or a direct cable connection

" Connect directly to another computer

Caonnect ta anather computer using your zenial, parallel, or infrared port.

< Back I Mext > I

Cancel

Figure 78 Connection Wizard — Advanced Connection Options

Select the desired modem out of the device list.

2 Incoming Connections Properties

General |Users Metwarking

Incoming connections

Allow incoming connections on these devices.
Devices:

O % Direct Parall=l [LPT1)

Wirtual private network,

by tunneling through the Internet or other netwaork,

Show icon in notification area when connected

[ &llows athers ta make private connections ta my computer

ok ] [ Cancel

Figure 79 Incoming Connection Properties

Enable the option ,Do not allow VPN connections®.
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New Connection Wizard

Another computer can conhect ta yours through a VPN connection

Incoming Virtual Private Network (VPN) Connection @

Wirtual private connections ta your computer through the Internet are possible only if
pour computer has a known name o IP address on the Internet.

It pou allow WP connections, the spstem will modify the Windows Firewall settings to
allow pour computer ta send and receive WPH packets.

Do you want to allow vitual private connections to this computer?

£ Allows virtual private connections

¢ Do hat allow vittual private conhections

< Back I Mext » I Cancel

Figure 80 Incoming Virtual Private Network (VPN) Connection

For the determination of the incoming calls, it is required to create an own user for every
UPS. Click the ,Add" button.

New Connection Wizard

User Permissions

You can specify the uzers who can connect ta this computer. @

Select the check box next to each user who should be allowed a connection to this

computer. Mote that other factors, such as a disabled user account, may affect a user's
ability to connect.

Users allowed to connect:
W L¥ Adminis

1 45 Guest

(] m Helpdssistant [Remate Desktop Help Assistant &ccount]
1 45 IUSA_G205 (Internet Guest Account)

1 45 twaM_Gx205 [Launch IS Process Account]

DFE SUPPORT_388945a0 [CH=Microsaft Emporallon,L:Hedmond,IS =W ashingt ¥ I
4 »

Add.. Remave Properties I

< Back I Next > I Cancel

Figure 81 User Permissions

The ,Username” and ,Password” have to be the same ones as for the RAS client of the
RASManager.
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Newuser 2| x|

Iser name: iU"'t' !
Full name: ﬁ at cuztarner
FPazzwaord: Iuou
Canfirm pazsward: I""'|
| UFE. | Lancel i"

Figure 82 New User

Now it is required to enter the IP addresses, which will be assigned from the server during
the dial-in. Enter the ,Destination Address*” as starting address, e.g. 192.168.199.1 (1).

If you have set only one modem for dial-ins, it is enough to set an address range till
192.168.199.2 (2), but it is possible to set a wider range (192.168.199.30). In this case, it
would be possible, if you are using several modems, to receive 30 connections at the
same time.

Incoming TCP/IP Properties d |

~ Metwork access |

[~ Allowe callers ko access my local area netwark

— TCP/IP address assignment
™ igsign TCPAP addresses automatically using DHCP

& Specity TCPAP addiesses

From: | 192 188 . 133 . 1
To 192 . 168 . 193 . 20
Total: |30

[~ Allow calling computer to specify its own P address

oK I Cancel

Figure 83 Incoming TCP/IP Properties

13.4 Configuration of the UNMS Il Workstation for incoming Dial
Connections (Windows Server 2003)

If your UNMS runs on a Windows Server 2003, some settings have to be made on the
W2003 system to make RAS service available.
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The Windows internal RAS server is used for the receiving of incoming connections of
UPS. Get into the Routing and Remote Access menu via the Administrative Tools. Enable

the Routing via the context menu.

2 Routing and Remote Access =] ]
File  Action Yiew Help
- = ||@m| 2
— -
uting and Remote Acce: Routing and Remote Access
% Server Status |

=2
Configure and Enable Routing and Remote Access 1g and Remote Access

Disatle Routing and Remate focess ez provides secure remote access to
All Tasks 4

access to configure the following:
Delete Etween two private networks.
Refresh rkk (WPN) gateway.
Properties s SErvVEer.

lation (MAT).

Help

+ LA routing.

* A basic firewall.

To add a Routing and Remote Access server, on the Action menu,
click Add Server.

For more information about setting up Routing and Remote Access
server, deployment scenarios, and troubleshooting, see Help.

Ll

|Opens the properties dialog box For the current selection,

Figure 84 Routing and Remote Access
—iolx|

PR Routing and Remote Access Server Setup Wizard

welcome to the Routing and Remote
Access Server Setup Wizard

|»

This wizard helps you set up your server so that you can
connect to othet networks and allow connections from
remote clients.

To continue, click Mext

cess

(K1

Figure 85 Routing and Remote Access Server Setup Wizard

Select the « Remote access (dial-up or VPN) « option.
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g and Remote Access Server Setup Wizard

Roul

Configuration
“You can enable any of the fallowing combinations of services, or you can a_,]
custamize this server.

o
Allow remote clients to connect to thiz server through either a dial-up connection or a
secure Yirtual Private Network [WPM] Internet connection.

" Mebwork address branslation [MAT)
Allow internal clients to connect to the Internet using one public IP address:

© Wirtual Private Network (WPM] accass and NAT
Allow remote clients to connect to thiz server through the [nternet and local clients to
connect ta the Internet using a single public IP address.

' Secure connection bebween bwo private networks
Connect this netwark to a remote netwark, such az a branch office

" Custom configuration
Select any combination of the features available in Routing and Remote Access.

Far mare information about these options, see Bouting and Remate Access Help.

Cancel

< Back

Figure 86 Routing and Remote Access Server Setup Wizard Configuration

Select « VPN ».

Routing and Remote Access Server Setup

Remote Access .
“YYou can et up this server to receive both dial-up and VPN connections. %

rd

AWPN server [also called a WP gateway] can receive connections fram
remote clients through the Intemet.

" Dislup

A dial-up remote access server can receive connections directly fram
remote clients through dial-up media, such as a modem.

< Back I Nest > I Cancel |

Figure 87 Routing and Remote Access Server Setup Wizard Configuration, VPN

Select the network interface.
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Routing and Remote Access Server Setup Wizard

VPN Connection -
To enable VPN clients to connect to this server, at least one network interface %
must be connected to the Intemet.

Select the network interface that connects this server to the Intermet

MNetwork, interfaces:

Mame | Description | IP Address

Laocal Area Connection BCME703 Gigabit Ether...  192.168.222.155
“Whdware Metwork Adapte.. VM ware Vitual Ethernet...  192.168.199.1
Whware Metwork Adapte..  VMware Yitual Ethernet...  192.168.245.1

[¥ Enable security on the selected interface by setting up static packet fiters.

Static packet filters allow onlp VPN braffic ta gain access ta this server through the
selected interface.

Far mare information about netwark interfaces. see Routing and Remote Access Help

< Back I Hext > I Cancel |

Figure 88 Routing and Remote Access Server Setup Wizard Configuration, VPN
Connection

Routing and Remote Access Server Setup Wizard

Network Selection .
“T'ou can assign remate YPN clisnts to the network that you want them to use, &J

WPM clients must be assigned to one netwark far addressing, diakin access. and other
purposes. Select the appropriate network connection from the list below.

Network interffaces

Name ‘ Description ‘ IP Addiess |

| E| 1
Whware Metwork Adapte..  WMware Virtual Ethernet... 192.168.245.1

¢ Back I Mest > I Cancel |

Figure 89 Routing and Remote Access Server Setup Wizard Configuration, Network
Selection

Select « From a specified range of addresses ».
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Routing and Remote Access Server Setup Wizard

IP Address Assignment
“ou can select the method for assigning IF addresses to remote clients. %

Haow do you want P addresses to be assigned to remate clients?

" Automatically

If you use a DHCP server to assign addesses, confim that it is configured properly
If pou do not uze a DHCP server, this server will generate the addresses.

cBack [ Mews | coneel |

Figure 90 Routing and Remote Access Server Setup Wizard IP Address Assignment

Enter the desired IP range.
21x|

Typs & statting IP address and either an ending IP address or the number of
addiesses in the range

Start IP address: 192.168.199 . 1
End P address: 192.162.193. 30
Humber of addresses: 20

Cancel

Figure 91 New Address Range

Select “No”, if you do not use a RADIUS server.

Routing and Remote Access Server Setup Wizard

Connection requests can be authenticated locally of forwarded to a Remate

Managing Multiple Rlemote Access Servers @
Authentication Dialin User Service [RADIUS) server for aulhentication

Although Routing and Remate Access can authenticate connection requests, laige
networks that include multiple remote access servers often use a RADIUS server for
central authentication

If pour are using a RADIUS server on pour network, you can set up this server to forward
authentication requests to the RADILS server.

Do pou want bo set up this server to wark with a RA0DIUS server?

@ Mo, use Fiouting and Remote Access to authenticate connection requests

" Yas, sat up this server to work with 3 RADIUS server

cBack [ Mewts | Cacel |

Figure 92 Routing and Remote Access Server Setup Wizard IP — Multiple RAS
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and Remote Access Server Setup Wizard

Completing the Routing and Remote
Access Server Setup Wizard

‘f'ou have successhully configured this server as a remole
ACCESS SEMVEL

Summary:

RasS clients are assigned to the following netwarl for d
addressing: Local Area Connection 3

Client connections are accepted and authenticated using:
remote access policies for this server.
=

Far i [EMOte SCCESE SEIVErs,

seef

To close this wizard, click Finish.

< Back I Finish I Cancel I

Figure 93 Routing and Remote Access Server Setup Wizard Completion
Now you server is enabled as remote access server.

It is required to configure the authentification method « Unencrypted password (PAP) ».
Click with your right mouse button (context menu) on your server into the « Routing and
RAS » menu. Select « Properties » and click the « Authentication Methods... » button.

GX206 (local) Properties oxl
Gereral  Security | P I PPP I LDggingI

The authentication provider validates credentials for remote access clients
and demand-dial routers.

Authentication provider:

hertication Caonfigure:.. |
( Authentication Methods... I

The accounting provider maintains a log of connection requests and
FES5IONS.

Accounting provider:

Windows Accounting j Lanfigure... |

The custom IPSec policy specifies a pre-shared key for LZTP connections.
The Routing and Remote Access service should be started to set this
option.

[ Allow custom IPSec policy for L2TP connection

Fre-shared Keyp:

ak. I Cancel Apply

Figure 94 Local Properties
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2x|

The server authenticates remate systems by using the selected methods in
the order shown below.

™ Estensible authentication protocol [EAPE

EAP Methods... |

I~ Microsoft encrypted authentication version 2 [MS-CHAP v2)
™ Microsoft encrypted authentication [M5-CHAP)

™ Enciypted authentication [CHAP)

™ Shiva Password Authentication Protocol (SPAP)

GJ Unencrypted passwaord [F‘APD

" Unauthenticated acce:

[~ Allow remote spstems to connect without authentication

()8 I Cancel

Figure 95 Authentication Methods

Please note, that all other authentification methods have to be disabled!

1 Routing and Remote Access =13 x|

File  Action Wiew Help

+ = @2

and Remote Access

Server Status

GR206 {localy .
B Remote Access Clents (0} Welcome to Routing and Remote Access
E Ports Routing and Remote Access provides secure remote access to

1P Routing private networks.

E General Use Routing and remote access to configure the following:

E Static Routes * A secure connection between two private networks.

% ID:I\:I:: Relay Agent s A Virtual Private Network (WPN) gateway.

t %’ Remate Access Policies
g Remote Access Logging * Network address translation (MAT).

* LAN routing.

* & Dial-up remote sccess server.

= A basic firewall.
To add a Routing and Remote Access server, on the Action menu,
click Add Server.

For more information about setting up Routing and Remote Access
server, deployment scenarios, and troubleshooting, see Help.

4 |+ =

|Dune ‘

Figure 96 Routing and Remote Access GX206 (local)

It is required to create a new remote access policy. Right-click on Remote Access Policy
and select « New Remote Access Policy ».
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Routing and Remote Access -3 x]

File Action ‘Yiew Help

Ll B B2

‘ﬂ_‘ Routing and Remate Access Remote Access P
Server Status

= GX206 (local)

B Remote Access Clisnts (0

'Z§' Cannections to Microsaft Routing and Remote ... 1
E Porks Connect\ons to other access servers 2

=2 1P Routing
B General
E Static Routes
E DHCP Relay Agent

B IGMP

Mew Remate Access Palicy

{1 Remote Access Lo
Mew 3

= »

Refresh
Export List. ..

Help

4 Iﬂl

|D\splays Help Far the current selection. |

Figure 97 Routing and Remote New Remote Access Policy

Select « Set up a custom policy » and enter the desired name.

Select Attributs 2| x
T 5] 20|

Policy Configuration Method Select the type of attribute to add, and then click the Add button,

The wizerd can create a typical policy. or you can cieats a custom policy: Aitribute types:
Name [ Description -
O S Authentication Type Speciies the authentication scheme tha s u
Called Stationd Specifies the phone number dialed by the us:
Caling Stationd Specifies the phone number from which the ¢

" Use the wizard to set up a typical policy for 3 common scenario

f
f
Client-Friendly-Mame Specifies the fiiendly name for the RADIUS ¢
f
f
f

@ Setup s custom polcy ClientIF-Addess Speciies the IP address of the RADIUS clier
Client¥endar Species the manufacturer of the RADIUS pi
Daybind-Time-Fiestic.. Specifies the time periads and days of week
Type anamethal dessribes this policy Framed-Fratocel Speciies the protacal that is used.
ME-Ris Wendor Description nat yet defined
MAS-Identifier Speciies the sting that identifies the MAS th
Poliey name: [(IHME Diskin NAS-AP-bdess Speciies the IF address of the NAS where th
} e Speciies the type of physical por that is use:
B Aozl diY eecrasion Service-T ypr Specifies the tpe of service thal the user ha—
TunnetType Speciies the tunneling protocols used.
Wfindnims-Grnnne Srerifies the Windnims aminns that the nser '—I
4 ‘ 1 »

<Back [ Mew> | Concal | Cancel

Figure 98 New Remote Access Policy Wizard — Select Attribute

Select the attribute « NAS Port-Type, Async (Modem) ».
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New Remote Access Policy Wizard x

Palicy Conditions
To be authenticated, connestion tsquests must match the conditions you specify.

NAS-Port-Type

5p Aualable types Selected types:

3 [ADSLCAP -Asyrmelia|  Add »>
Po Asymmeli ’—I
< Bemove u

x
HDLE Clear Charinel
1DSL - 1SDN Digital Su.

ISON Agpnc V. 110
ISPN dsunc 120 -
< >|‘| . »

<Back | Mews | Cancel |

Figure 99 New Remote Access Policy Wizard — NAS Port-Type

MNew Remote Access Policy Wizard

Policy Conditions
To be authenticated, connection requests must match the conditions pou specify.

Specify the conditions that connection requests must match ta be granted or denied
ancess,

Policy conditions:

Edit... Bemove |

< Back | Mest > | Cancel

Figure 100 New Remote Access Policy Wizard — Policy Conditions

Specify the conditions via the « Add» button and select « Grant remote access

permission ».
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New Remote Access Policy YWizard x|

Permigsions
A remote access policy can either grant or deny access to users who match the
specified conditions.

If & connection request matches the specified conditions:

~ Deny remate access permission

< Back I Neut = I Cancel

Figure 101 New Remote Access Policy Wizard — Permissions

Click the « Finish » button to complete your configuration.

New Remote Access Policy Wizard x|

Completing the New Remote
Access Policy Wizard

Y'ou have successhully campleted the Mew Remote Access
Folicy 'wizard. Yo created the following policy:

LIMMS Dial-n

Conditions:
MAS-Port-Type matches "Async [Modem]”

The policy was zet up manually.

To close this wizard, click Finish,

¢ Back Cancel

Figure 102 New Remote Access Policy Wizard — Completion

After the set up of the custom policy « UNMS Dial-In », it is required to configure the
« Unencrypted authentication (PAP, SPAP) ». Click the « RAS policy » button into the
« Routing and RAS » menu and click with your right mouse button (context menu) on
« UNMS Dial-In ». Select « Properties », click the « Edit Profile » button and open the tap
« Authentification ».
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21

Dialin Constraints | IP | Multlink. |
Authentication | Enciyption | Advanced

Teleservice Properties

Settings |

Specify the it that i t: t match . .
PP UL EER I L CRIT T (R B T Select the authentication methods pou want to allaw for this connection.

Palicy ganditions:

I~ Miciosolt Enciypted Authentication version 2 [MS-CHAF v2)

»

J I | Ussr can change password afterit has exgiied
Add.. | Ed. Lemeve I™ Microsoft Encrypted Authentication [MS-CHAR)

IF connection requests match the canditions specified in this policy, the I User oan changs password after fbhas expied]

associated profile will be applied to the connection.
™ Encrypted authentication (CHAF)

D
- { (W Urencippted authentication (FAP, SPAF) )

Unless individual access permissians are specilied in the user prafile, this

policy controls accass ta the network. Unauthenticated acce
If a connection request matches the specified condiions I~ Allow clints to connest without negotiafing an authertication
" Deny remote access permission method

* Grant remote access permission

'D—KI Cancel | £pply |

nK I Caneel I ol I

Figure 103 Teleservice Properties — Edit Dial-in Profile

Please note, that all other authentification methods have to be disabled !

12.5 UNMS Teleservice - Create a Modem Connection

Create a new service and select as connection type ,RASManager compatible®.

x4
@ General | @ contract I 3} mfa I B advanced I

Sike name:

I Hamburg

Mame: Group:
| Hamburg | STANDARD v |

| IRASManager compatible J

BAS properties ... |

[8]4 I Abbrechen

Figure 104 Service Properties

Click the ,RAS properties...“ button for the configuration of the parameters. At first, it is
required to create a modem connection via the ,Configure RAS...” button.
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RAS properties x|

~RA&Ssourcel —————————————— RA&5 poll interval:
Select phonebook. entry: Start time: Il?:SD: 14;4I
Test j Interval: I o hours
I o minutes

—RAS netwark settings:

DMS name of IP address: Port:
I 192,168,551 5769

—RAS dial settings:

¥ Disconnect I S minutes after manual dialing

oK Cancel

Figure 105 RAS Properties

The Windows PPP configuration will start now. For the usage of the Windows
Configuration we refer to Microsoft user manual or help. We describe in the following only
the most important configuration issues which you have to configure to a Modem
connection..

Create a new ,Local Area Connection® via the button ,New".

"2 Network Connections

Choose a netwark. connection:

[ Connect... l [ Cancel Hew... ] [ Froperties

Figure 106 Network Connections

Select the option ,,Connect to the network at my workplace®.
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ew Connection Wizard I
Hetwork Connection Type
“what do you want to do?

" Connect to the Internet
Connect ta the Intemet so you can browse the Web and read email.

{* Connect to the network at my workplace
Connect to a businezs network [uzing dial-up or ¥PN] so you can work from home,
afield office, or anather location.

" Set up an advanced connection

Connect directly to another computer using your serial. parallel, or infrared port. or
zet Lp thiz computer so that other computers can connect to it

< Back I Mext > I Cancel

Figure 107 New Connection Wizard — Network Connection Type

Select the desired modem out of the device list. The MODEM on your UNMS has to
installed already. The supported Modem by UNMS is the type DEVELO/Microlink or
compatibles.

Network Setup Wizard

Select your Internet connection. .

Select your Intemet comnection from the fallawing ist.

The wizard has “Local Area Cy ion* as the ian that is
most likely to be conect.
Connections

i 11 Humbersidle Fire and Rescue Service (EWA2713] Best Data Data Fax &

of Buttesfield (E'WA1923PR]

Leam mare about how to determine your Intermet connection,

<Back [ Mew> | [ Caneel

Figure 108 Network Setup Wizard

Enter an unique name, no other RASMANAGER device in your UNMS should have the
same name.
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New Connection Wizard

Connection Name
Spesify a name for this canneclion to your workplace

Type a name for this cannestion in the following bor

Company Name

LIPS Hambuig

Far example, yau cauld type the name of your warkplace or the name of a server yau
will cenneet o

<Back I Next > I Cancel

Figure 109 New Connection Wizard — Connection Name

Enter the accordant telephone number of the RASManager. This is the telefonnumber the
UNMS has to dial to reach this RASMANAGERs Modem. If any prefix is necessary for
your Telefonesystem, please add this or configure this in your MODEM configuration.

New Connection Wizard

Phone Number to Dial
“what is the phone number you will use to make this connection?

Type the phone number below.

Phaone number.

04012346789

“fou might need to include 31" or the area code, or both. If you are not sure
you need the extra numbers, dial the phone number on your telephone. If pou
hear a modem sound, the number dialed is conect.

< Back I Nest > I Cancel

Figure 110 New Connection Wizard — Phone Number to Dial

Click the ,Properties” button to configure the network settings.

%2 Network Connections

Choose a network conhectio

[ Connect... I [ Cancel ] [ Mew.. ]I[ Properties ]

Figure 111 Network Connections — Choose a hetwork connection

Click on the ,Networking” button to configure the network settings for this MODEM PPP
connection.
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ity Hospital NHS Trust (EWA

General | Options | Security |\|Netwnrk|ng|| Advanced |

General | Options | Securty
Connect using Type of dizhup server | am caling:
|@ Modem - Best Data Data Fax Madem (COM3) | [ PPP: Windows 35/38/NT4/2000, Intemet

Caonfigure.

Phone number

Fhane number
[iSTRRRRN

| [ Llternates ]

005 Packet Scheduler

m} g File and Printer Sharing for Microsoft Metworks
(81 Client for Microsot Metwarks

Description

Transmission Control Protocol/Internet Pratocol. The default

wide area network protocol that provides communication
acmoss diverse interconnected networks.
Shaow icon in notification area when connected

Cancel

Figure 112 Network Connections — Networking - Advanced
And on the Networking page on the ,Properties* button.
Click on ,Advanced ...."“.

Disable ,Use default gateway on remote network®.

Advanced
Protoco P/IP) Propertie

IP Settings

— General \DNS | wins |
General

You can get IP settings assigned sutomaticaly if your network
supports this capabilty. Othemwise, you reed to ask your network

This checkbos anly applies when pou are cannected ta alocal
sdministiator for the appropriats IP settings

netwark and a dial-up network simultaneously. When checked. data

that canmot be sent on the local network is forwarded to the dialup
network.

[ilse default gateway on remots nebwork I
() Obtain an 1P addiess automatically

(2 Use the following IP address: FPP link.

I:l Uge IP header compression

(& Olbtain DNS server address automatically
(3 Use the following DNS server addresses:

I
I

Figure 113 Internet Protocol Properties — Advanced TCP/IP Settings
Click the ,,Connect” button to.

Network Connections

Choose a network connection:

[—
I Cannect... I Cancel Mew... Properties

Figure 114 Network Connections - Connect
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Test your connection by dialling it manually. Enter the username (1) and the password (2),
which you defined into the RAS Configuration of your RASMANAGER for the ,RAS
Server®. Windows offers to save and remember these settings and use it for the following
users, please activate this function (3) Select the option ,Anyone who uses this computer
(4). Finally click the ,Connection® (5) button to dial out to your RASMANGER and establish
a connection.

Connect 04 Nottingham City Hospital NHS Tr..

Use name:

=32

Password: ”ﬁt—y’—
3

I Save this user name and password for the following users: I‘//

() Me onl J—1

(® Anyone who uses this computer 4’/’

Diat 01153336537 v

Dl _Jj#—Eancet—{-Propenss J-{—Hem |

Figure 115 Network Connections - Dial

If all settings were defined properly, the following icon will appear into the task bar in the
lower right side.

Click the right mouse button onto this icon, select ,disconnect”, to disconnect manually
created connection (Click the ,Cancel” button) and check this later with your UNMS
Teleservice.

s Metwork Connections

Chooze a network connection:

| 14 Nottingham City Hospital NHS Trust (€

?_El@ 5958 Cornect... | Cancel i New.. | [ Proper

Figure 116 Connection Icon - Network Connections — Cancel manually createc n

Now enter and the ,RAS dial settings“. Enter the accordant IP address of the
RASManager server.

To avoid manually executed modem connections for a longer time, you should enable
LDisconnect” function and set a time between 5 and 10 minutes.
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% General | 3 contract | @ Info |ﬁ Advancedl

Site name:

Bremen

Service
Mame: Group:
DE-BREUSVOO1XP STANDARD

Connection type:

[RASManager compatible

RAS properties ...

Figure 117 RAS Properties - Settings

You have successfully setup your RASMANAGER and UNMS Teleservice. Restart the
UNMS now and connect via MODEM to your RASMANAGER.

RAS source: [ ras poll interval:
Select phonebook entry: Start time:  14:00:44 -
| GENEREX VPN -

Interval: 0 | hours

[ Configure RAS... nglete ] 0 | minutes

RAS network settings:

DMS name or IP address:
10.,49,122.73

RAS dial settings:

Disconnect 15 minutes after manual dialing

Figure 118 RAS Properties - Settings
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To test incoming alarm calls we recommend to create an alarm on the RASMANAGER
side and watch if the connection gets established and if the UNMS picks up the call and
displays the alarm.

If this works, your installation of RASMANAGER and configuration of UNMS
TELESERVICE is finished and you may add in the same way more RASMANAGERs to
your UNMS Teleservice, until the number of licenses reached. To extend your UNMS to
more RASMANAGERSs, please purchase and upgrade of your exisiting TELESERVICE
license.

14. UNMS — Web Console

A UNMS is mainly monitored from remote by using a Webbrowser. A Webbrowser is described
in this manual as a Web Console. The Webconsole shows the actual status information,
historical logs and all reports can be accessed and inspected. This allows you to access your
management information from different computers of different customers or facilities in your
network. By using multiple Web Consoles, you can encourages sharing of management
information by many people.

You can login from any workstation that is running TCP/IP and is connected to your network
(e.g. over the Internet, DSL, leased line, LAN, VPN, etc.).

The Web Console has the following requirements:

e You must enable JavaScript in your browser.

e Your browser must support the XML standard.

e You should allow Cookies from the UNMS server system.
e You should allow Popup Windows from the UNMS server.

e  The Web Console will operate best with recent versions of the
Microsoft Internet Explorer and the Mozilla Firefox browsers.

Using your Web browser from any system, enter the address for the UNMS start page as follows:
“http://a.b.c.dlunms” where a.b.c.d is the IP address or DNS name of your UNMS server
system. The Web Console will be executed inside your Web browser.

Web Console — Notification Area: Whenever a critical event occurs then the UNMS will bring
up a notification box with an audible alarm on every connected Web Console. You can click the
Speaker icon to mute the sound for this notification.
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B - [& roieaboronsi BRI e P -
Dt Bewbten Amweit Fawoten Earas 7
UG NS Web Conscle - 6 - i - | Sete - Gexas -

Signout | Help 1 Abort GENEREX

(€ Generex Headquarter *

Figure 119 Web Console — Notification Area

Web Console —Main Screen: You can view the Main Screen by using the Home button.The
following diagram and table shows the main elements of a Web Console

Web Console - Viewing a Site: You can view a particular site from the Main Screen. The
following diagram and table shows the site elements of a Web Console.

"fii UNMS Administrator - [Web Console]

| Fle Edt Vew Tods Hep
DR 2 AR =
|

Web Console | i Maps

GEMNEREX
*

Signout 1 Help | Ahout

A

)
’

’ .

Toronto

|
UNMS Started

Figure 120 Web Console — Main Screen
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UNMS location.

No. Name Description
Alarm Bar Displays new alarms graphically (red blinking) and acoustically (beep). To mute
click on the loudspeaker symbol. Any incoming new alarm will remove the
previous displayed alarm.
Menu Bar Navigation to the main/home page of your UNMS. Also for viewing LogFile,
Sign Out, Help and About box with UNMS version and module information
Navigation | navigate backward/forward between the UNMS last screens
Bar
@ Site The name of the current site
@ Main Frame | Graphical view of sites and services. The contents depends on the current

Click on an icon to view it's details (see also: Viewing a Service)..

Web Console — Viewing a Service : You can view the status of a particular service from the
Site View or the Logfile View. The following diagram and table shows the typical service
elements of a UPS in a Web Console. Services (UPS, BACS, SITEMANAGERSs,
SENSORMANAGERSs, CS121/CS141, ATS Automatic Transfer Switches etc.) may have
individual screens. The UNMS will display the graphic for this device — depending on the
manufacturer of the device — in different styles. For details about such individual device screens
please refer to the user manual of this UPS or other product.

“hif UNMS Administratar - [Web Console]
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AL AR Y

vieb Console | Stz 1izps |
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5 6

@ Hormal Data charts Log flle

UNMS Started

Figure 121 Web Console — Site View
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No. Name Description

Location | The location/name of this service within the UNMS.

Bar
Link Direct link to the web-interface of the CS121/CS141 of this UPS. With this
Button button you leave the UNMS and open a separate browser windows to

reach the device internal webserver directly.

Service Schematic view of the service status and values. Here the display of a
Panel standard UPS single phase.

Service Displays the service status. The LED shows the event priority color and
Status the event messages text that you have defined for the actual service
status. Green is signaling that the device is OK, yellow is showing a
warning, red is showing that there is an alarm present.

OJOINONO]

Related to the service type you have defined, you are able to click the
LED or the text to navigate to the web-page of this service (e.g.
CS121/CS141 Web Adapter).

Data Click on this button for the display of the UPS values into a chart. To
@ charts activate this function you have to enable the UNMS logging for this device
— see page 26.

Log file Click on this button to show all text log files of this device since it became
@ a member of the UNMS system.

When UNMS is running you may connect to every Service by a doubleclick on the Icon
(marked as « 2 » in figure 99) to see the UPSVIEW screen for this device. If you want to
leave the UNMS an get directly redirected to the inbuilt Webserver of this Service, than
click the > Button — this will open a webbrowser directly to your Service where a new login
may be requested.

Sign out | Help | Abogut

Generally the colors signify the alarm levels. Green means « in use and OK », Yellow
means « not in use, standby and OK », Red means « Alarm, not ready »

Web Console — Viewing the LogFile: You can view the Logdfile by using the Logfile button.
The following diagram and table shows the lodfile elements of a Web Console.
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Delimiter | Comma >

Event log file | Current File ~ Lines |20 ~ Refresh | Exportas CSV
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Prio Time Site  Service Message
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I e osomo 10218 HWIS1 222244 upsGenersiFault

Figure 122 Web Console — LogFile View

Signout | Help | About G NEFRRE X

*

No. Name Description

0)

Filter Bar Here you can choose between various filter options to spare you
from having to read through the complete history.

Click on the Show button to apply your filter options to the current
logfile view.

®

Historical A table that contains all historical event information’s. You can
Log browse the table by clicking on the Previous, Next or New button
above of this table.

Click on a service name to view the service data (see Viewing a

Service).

15. Monitoring Extension

If you want to extend your UNMS |l for further UPS, it is required to upgrade your license. Click
into the UNMS Il Administrator Console the ,Help/About UNMS* button and click the ,Change*

button in the new window.

o Advice: The upgrade is valid for the extension of objects/devices. The upgrade is not valid, if you

want to add UNMS Modules (e. g. TeleService).
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Generex NS Server Service - Version 2,0 Build(2.0.00)
Generex UNMS UPS Net Agent - Yersion 2.0 Buid(2,0,00)
Generex UNMS SNMP Agent - Yersion 2.0 Buld(2,0,0,1)
(Generex NS Wb Console - Version 2.0 Buid(2.0.00)

Copy Info
System Info

Warning: This computer program is protected by copyright law and international “
treaties, Unauthorized reproduction or distribution of this program, or any portion of it,
may resultin severs civil and criminal penalties, and wil be prosecuted to the masmum
extent possile under the law,

Figure 123 About UNMS — Monitoring Extension

Select the accordant path to the UNMS Il Key File, import it and restart the UNMS 1.

Import UNMS license file

Lookinc [ (5 image

[N s

bv

Figure 124 Monitoring Extension — Import UNMS license file

File name:

Files of twpe JUNMS Key Fies ["key)

16. Getting Technical Support

You can view the Support Page by using the Help menu from the status bar. The following
diagram and table shows the help elements of a Web Console.
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{ZUNMS Web Console - Windows Internet Explorer
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¢ 4 @ unms web Console
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(€ @ siteManager lliv3: 222164 T ® *
UNMS Il
2 Documentation (pdf)
3 Contact Support
Figure 125 Help Menu
No. Name Description
@ Menu Click on the Help button to view the help page.
@ User Click on the View documentation button to open this User Manual.
Manual

Note that this manual is delivered in the common Adobe PDF
format. If you do not have the Adobe's Acrobat Reader installed yet,
you can download a free version from the Adobe website at
"http://www.adobe.com®.

Support | Click on the Contact support to send an email to the technical
Email support.

17. Troubleshooting

17.1 Problems at Execution of the Setup

If the setup does not start or you receive the following message,

x|
*fou have chosen to open
[ setup.exe
which is a: Binary File
from: .. LL\@ISHIELD. UPSYCD, MG DRIVER SYUNMSIT en-LUS unms1l
Would vou like ko save this file?

Save File Cancel

Figure 126 Opening setup.exe

it is required that you open the “start.htm” via the context menu, click the “Open with” button and
select the Internet Explorer.
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17.2 Problems during Installation

If you get the following error message during the installation, it is required to reinstall the IIS.

Failed while processing WebSites.....

15 UNMS Il Server Setup X

z Failed while processing WebSites. (-2147024893 )
.

'

Figure 127 UNMS Il Server Setup Error

17.3 The Service “Network Lost” Event is notified too fast

If the network connection to one or more monitored devices/services is lost periodically due
problems with this devices or your network, then you may want to define a grace period for the
notification of this event.:

e  Open the Administrator Console and choose ‘UNMS Options’ from
the ‘Tools’ menu. Then choose the ‘System’ page tab in this dialog.

e  Select the ‘Modify service lost delay’ box and enter your delay for the
notification of the ‘Network lost’ event in seconds in the edit field (The
default value for this delay is ‘0’ seconds).

. Hit the ‘OK’ button and restart the UNMS server.

17.4 A running Skype Program claims the UNMS Web Port

The UNMS Web Server may not start correctly if Skype is installed on this computer and has
started before the UNMS Web Server (e.g. after the installation of the UNMS). This problem may
occur when you allow Skype to claim the standard HTTP-Port (TCP-Port 80) for communication.

If you encounter such problem, use the following steps for a solution:
e  Open Skype and configure it so that it not uses the standard HTTP-

Port (TCP-Port 80) for its communication. Please refer to the Skype
manual for how to configure Skype.

. Restart Skype to force that it releases this resource.

. In the ‘Control Panel’ open the ‘Administrative Tools'.

®  Select the Internet-Information-Server (IIS) and restart it.
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17.5 Disable IS Website Logging for UNMS I

You can disable the UNMS Il website logging into the IIS (Internet Information Service)
configuration. Open the lIS configuration via the “Control Panel/Administrative Tools”. Open the
context menu onto “Default Web Site” and select the “Properties”.

T Internet Information Services (115) Manager [@ 192.168.2

¥9 Ble  Action Yiew Window Help

o]
= | BEXFER 2E(2]r n 0
) Intemet Information Services =] | Wame [ Path [ status
(=750 @25 {local computer) @ _vti_bin C:\Program FilesiComman FilesiMicr....
) Application Pools Bapo Di\Projects\GenerexUPS\ups_x364...
) Web Stes MirRSamnles I+ Bridect < SamnlechCpust AR annrks
BR” LEETREE S D efault Web Site Properties [2]x]
_vti_bin
5 apo Directary Secuity | HTTP Headers | Custom Erors | ASPMET | Server Estensions 2002 |
i Crsapes WebSite | Pefomance | ISAFIFiters | HomeDiectoy | Documents
o g’;‘f;?mamm [~ Wieb site identificalion
T‘,per\gx Description: | E
“ugd WebFestires P sdress &1 Unassiy
1 nassigned =] Advanced
) aspret_cient [¢ oned) || sieren

_) images TCP part; 20 S5L poit:

L5 Weatherservice
_private - Connections
_vti_nf Connection timeaut 120 seconds
_vti_log

tipwt [# Enable HTTP Keep-Alives

_vti_script

L
vt et (% Enable logaing }
e ot chaeoboir | e 22 )
T [ Acive log formal

[\w/3C Estended Log File Fomat | Propetties

aK I Cancel Apply Help

Figure 128 IIS Manager — Default Web Site Properties

17.6 Problems with Web-Interface on 64-bit WIN Server 2003
To enable IIS 6.0 to run 32-bit applications on 64-bit Windows OS:

1. Open a command prompt and navigate to the %systemdrive%\Inetpub\AdminScripts directory

2. Type the following command: “cscript.exe adsutil.vbs set
W3SVC/AppPools/Enable32BitAppOnWin64 true “

3. Press ENTER

17.7 Problems with the Display of http://localhost (IIS Welcome
Page does not appear)

On some OS, it might be required to create a “Default Web Site” into the IS Manager and

to set the “DefaultAppPool” as application pool. The UNMS Il might not be able to create
an own site without this object.
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Figure 129 IIS Manager — Default Web Site

17.8 RAS Manager Dial-In Problems

After the reboot, the RAS Manager can be dialed once only. Every further try will fail,
because the modem of the RAS Manager does not respond. The problem might be a
faulty IP address configuration at the RAS Manager. Please enter the IP address with full

octets like this: 010.011.012.001.

17.9 Problems with Unicode Programs

If you are not using a Windows OS with the languages German, English or Turkish, it is
required, that you define the language of your OS for one of these languages.

17.10 Problems with the installation of an interactive service

The UNMS is an interactive service. Therefore its required, that you disable the no

interactive service feature in the registry of the OS:

HKLM\SYSTEM\CurrentControlSet\Contro\Windows
NolnteractiveServices

Change the value from “1” to “0” and reboot your OS.
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Figure 130 IIS NolnteractiveService Feature
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